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9itZeT lIP R MuZti–Ze services im–actep after a –oderwcooZi/n eve/t R AustraZia gast

9racEi/n IkT DD9V-Q-‐J

gve/t 9y–eT Service Issue

StatusT PesoZvep

Service8s(T Azure PeZay(﴾ Azure lurvied(﴾ Azure )eaZt)﴿ kata Services(﴾ DirtuaZ Mac)﴿i/es(﴾ Azure 
,o/tai/er A––s(﴾ HacEu–(﴾ Io9 ,e/traZ(﴾ Azure ,osmos kH(﴾ Azure kata gh–Zorer(﴾ gve/t 
)uCs(﴾ Azure Arc e/aCZep BuCer/etes(﴾ Azure kataCase for MySVx fZehiCZe servers(﴾ 
gh–ressPoute b gh–ressPoute ,ircuits(﴾ Stream A/aZytics(﴾ Azure ,)﴿aos Stupio(﴾ AlI 
Ma/aneme/t(﴾ xon A/aZytics(﴾ A––Zicatio/ I/sin)﴿ts(﴾ gh–ressPoute b gh–ressPoute Kate-
days(﴾ Azure LetA–– \iZes(﴾ Azure kataCricEs(﴾ SVx kataCase(﴾ Service \aCric(﴾ Azure 
Io9 )uC(﴾ Azure kinitaZ 9di/s(﴾ Lotificatio/ )uCs(﴾ Azure BuCer/etes Service 8ABS((﴾ 
xonic A––s(﴾ kata \actory(﴾ LetdorE I/frastructure(﴾ Service Hus(﴾ A–– Service(﴾ Azure 
Searc)﴿(﴾ Azure AlI for \)IP(﴾ Hatc)﴿(﴾ Storane(﴾ ,o/tai/er Penistry(﴾ Azure kataCase for 
lostnreSVx fZehiCZe servers(﴾ )kI/sin)﴿t(﴾ Pepis ,ac)﴿e(﴾ kevice G–pate for Io9 )uC

Penio/8s(T AustraZia gast(﴾ AustraZia Sout)﴿east

Start timeT 2023-0J-3090-‐T00T0043N3.

PesoZve timeT 2023-0J-309F:TF0T004000.

xast u–pate timeT 2023-0-‐-F592FT00T2:40FN.

Im–actep suCscri–tio/sT fe5aU2Cp--‐f:-‐-5pJ5--‐03C-0ff0:UF0f0N:(﴾ 
5U-‐-‐:p20-0:aF-5-‐cF-aJC3-J3N:3pUec-‐J0

xast u–pateT

lost I/cipe/t Pevied 8lIP( R MuZti–Ze services im–actep after a –oderwcooZi/n eve/t R AustraZia gast

9)﴿is i/cipe/t diZZ Ce piscussep i/ a/ u–comi/n Azure I/cipe/t Petros–ective customer Zivestream deCcast eve/t4

Qoi/ eit)﴿er sessio/ to )﴿ear from our e/ni/eeri/n Zeapers - o/ d)﴿at )﴿a––e/ep(﴾ )﴿od de res–o/pep(﴾ a/p d)﴿at de Zear/ep4

9)﴿e eve/t i/cZupes a Zive V7am–1A eh–erie/ce(﴾ to asE our e/ni/eeri/n eh–erts a/y 6uestio/s you )﴿ave aCout t)﴿e 
i/cipe/t4

Sessio/ o–tio/ &F - 20 Se–temCer 2023 ; 0FT00 G9, - Penister atT )﴿tt–sTwwddd4aEa4mswairUwrenwas)﴿wFof2

Sessio/ o–tio/ &2 - 20 Se–temCer 2023 ; F:T00 G9, - Penister atT )﴿tt–sTwwddd4aEa4mswairUwrenwas)﴿w2of2

q)﴿at )﴿a––e/ep#

Starti/n at a––rohimateZy F0T30 G9, o/ 30 Aunust 2023(﴾ customers may )﴿ave eh–erie/cep issues accessi/n or usi/n Azure(﴾ 
Microsoft 3U: a/p loder lZatform services4 9)﴿is i/cipe/t das trinnerep Cy a utiZity –oder san at 0JT5F G9, o/ 30 Aunust 
2023(﴾ d)﴿ic)﴿ im–actep o/e of t)﴿e t)﴿ree AvaiZaCiZity .o/es of t)﴿e AustraZia gast renio/4 9)﴿is –oder san tri––ep a suCset of 
t)﴿e cooZi/n system c)﴿iZZer u/its offZi/e a/p(﴾ d)﴿iZe dorEi/n to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep to 
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ZeveZs aCove o–eratio/aZ t)﴿res)﴿oZps4 qe –oderep pod/ a smaZZ suCset of seZectep com–ute a/p storane scaZe u/its(﴾ Cot)﴿ 
to Zoder tem–eratures a/p to –reve/t pamane to )﴿arpdare4 AZt)﴿oun)﴿ t)﴿e vast ma@ority of services recoverep Cy 22T50 
G9, o/ 30 Aunust 2023(﴾ fuZZ mitinatio/ das /ot u/tiZ 20T00 G9, o/ 3 Se–temCer 2023 R as some services eh–erie/cep 
–roZo/nep im–act(﴾ –repomi/a/tZy as a resuZt of pe–e/pe/cies o/ recoveri/n suCsets of Storane(﴾ SVx kataCase(﴾ a/pwor 
,osmos kH services4

MuZti–Ze Azure services dere im–actep Cy t)﴿is i/cipe/t R i/cZupi/n Azure Active kirectory 8AAk((﴾ Azure Active kirectory 
H2,(﴾ Azure Active kirectory ,o/pitio/aZ Access(﴾ Azure Active kirectory ,o//ect )eaZt)﴿(﴾ Azure Active kirectory MyA––s(﴾ 
Azure Activity xons 7am–1 AZerts(﴾ Azure AlI Ma/aneme/t(﴾ Azure A–– Service(﴾ Azure A––Zicatio/ I/sin)﴿ts(﴾ Azure Arc 
e/aCZep BuCer/etes(﴾ Azure AlI for \)IP(﴾ Azure HacEu–(﴾ Azure Hatc)﴿(﴾ Azure ,)﴿aos Stupio(﴾ Azure ,o/tai/er A––s(﴾ Azure 
,o/tai/er Penistry(﴾ Azure ,osmos kH(﴾ Azure kataCricEs(﴾ Azure kata gh–Zorer(﴾ Azure kata \actory(﴾ Azure kataCase for 
MySVx fZehiCZe servers(﴾ Azure kataCase for lostnreSVx fZehiCZe servers(﴾ Azure kinitaZ 9di/s(﴾ Azure kevice G–pate for Io9 
)uC(﴾ Azure gve/t )uCs(﴾ Azure gh–ressPoute(﴾ Azure )eaZt)﴿ kata Services(﴾ Azure )kI/sin)﴿t(﴾ Azure Io9 ,e/traZ(﴾ Azure Io9 
)uC(﴾ Azure BuCer/etes Service 8ABS((﴾ Azure xonic A––s(﴾ Azure xon A/aZytics(﴾ Azure xon Searc)﴿ AZerts(﴾ Azure LetA–– 
\iZes(﴾ Azure Lotificatio/ )uCs(﴾ Azure Pepis ,ac)﴿e(﴾ Azure PeZay(﴾ Azure Pesource Ma/aner 8APM((﴾ Azure PoZe Hasep Access 
,o/troZ 8PHA,((﴾ Azure Searc)﴿(﴾ Azure Service Hus(﴾ Azure Service \aCric(﴾ Azure SVx kataCase(﴾ Azure Storane(﴾ Azure Stream 
A/aZytics(﴾ Azure DirtuaZ Mac)﴿i/es(﴾ Microsoft lurvied(﴾ a/p Microsoft Se/ti/eZ4

q)﴿at de/t dro/n a/p d)﴿y#

Starti/n at a––rohimateZy 0JT5F G9, o/ 30 Aunust 2023(﴾ a utiZity voZtane san das causep Cy a Zin)﴿t/i/n striEe o/ eZectricaZ 
i/frastructure a––rohimateZy FJ miZes from t)﴿e im–actep AvaiZaCiZity .o/e of t)﴿e AustraZia gast renio/4 9)﴿e voZtane san 
causep cooZi/n system c)﴿iZZers for muZti–Ze patace/ters to s)﴿ut pod/4 q)﴿iZe some c)﴿iZZers automaticaZZy restartep(﴾ F3 
faiZep to restart a/p re6uirep ma/uaZ i/terve/tio/4 9o po so(﴾ t)﴿e o/site team accessep t)﴿e patace/ter roofto– faciZities(﴾ 
d)﴿ere t)﴿e c)﴿iZZers are Zocatep(﴾ a/p –roceepep to se6ue/tiaZZy restart c)﴿iZZers movi/n from o/e patace/ter to t)﴿e /eht4 Hy 
t)﴿e time t)﴿e team reac)﴿ep t)﴿e fi/aZ five c)﴿iZZers re6uiri/n a ma/uaZ restart(﴾ t)﴿e dater i/sipe t)﴿e –um– system for t)﴿ese 
c)﴿iZZers 8c)﴿iZZep dater Zoo–( )﴿ap reac)﴿ep tem–eratures t)﴿at dere too )﴿in)﴿ to aZZod t)﴿em to Ce restartep4 I/ t)﴿is sce/ario(﴾ 
t)﴿e restart is i/)﴿iCitep Cy a seZf-–rotectio/ mec)﴿a/ism t)﴿at acts to –reve/t pamane to t)﴿e c)﴿iZZer t)﴿at douZp occur Cy 
–rocessi/n dater at t)﴿e eZevatep tem–eratures4 9)﴿e five c)﴿iZZers t)﴿at couZp /ot Ce restartep su––ortep cooZi/n for t)﴿e 
tdo ap@ace/t pata )﴿aZZs d)﴿ic)﴿ dere im–actep i/ t)﴿is i/cipe/t4

9)﴿e tdo im–actep pata )﴿aZZs re6uire at Zeast four c)﴿iZZers to Ce o–eratio/aZ4 Hefore t)﴿e voZtane san(﴾ our cooZi/n ca–acity 
for t)﴿ese )﴿aZZs co/sistep of seve/ c)﴿iZZers(﴾ dit)﴿ five c)﴿iZZers i/ o–eratio/ a/p tdo c)﴿iZZers i/ sta/pCy4 At F0T30 G9, some 
/etdorEi/n(﴾ com–ute(﴾ a/p storane i/frastructure Cena/ to s)﴿utpod/ automaticaZZy as pata )﴿aZZ tem–eratures i/creasep(﴾ 
im–acti/n service avaiZaCiZity4 At FFT35 G9,(﴾ as tem–eratures co/ti/uep to i/crease(﴾ our o/site patace/ter team Cena/ 
a remote s)﴿utpod/ of remai/i/n /etdorEi/n(﴾ com–ute(﴾ a/p storane i/frastructure i/ t)﴿e im–actep pata )﴿aZZs to –rotect 
pata puraCiZity(﴾ i/frastructure )﴿eaZt)﴿(﴾ a/p appress t)﴿e t)﴿ermaZ ru/aday4 9)﴿is s)﴿utpod/ aZZodep t)﴿e c)﴿iZZep dater Zoo– to 
retur/ to a safe tem–erature d)﴿ic)﴿ aZZodep us to restart t)﴿e c)﴿iZZers4 9)﴿is s)﴿utpod/ of i/frastructure resuZtep i/ a furt)﴿er 
repuctio/ of service avaiZaCiZity for t)﴿is AvaiZaCiZity .o/e4 

9)﴿e c)﴿iZZers dere successfuZZy Croun)﴿t CacE o/Zi/e at F2TF2 G9,(﴾ a/p pata )﴿aZZ tem–eratures retur/ep to o–eratio/aZ 
t)﴿res)﴿oZps Cy F3T30 G9,4 loder das t)﴿e/ restorep to t)﴿e affectep i/frastructure a/p a –)﴿asep –rocess to Cri/n t)﴿e 
i/frastructure CacE o/Zi/e comme/cep4 AZZ –oder to i/frastructure das restorep Cy F:TF0 G9,4 W/ce aZZ /etdorEi/n a/p 
storane i/frastructure )﴿ap –oder restorep(﴾ pe–e/pe/t com–ute scaZe u/its dere t)﴿e/ aZso retur/ep to o–eratio/4 As t)﴿e 
u/perZyi/n com–ute a/p storane scaZe u/its came o/Zi/e(﴾ pe–e/pe/t Azure services startep to recover(﴾ Cut some services 
eh–erie/cep issues comi/n CacE o/Zi/e4

\rom a storane –ers–ective(﴾ seve/ storane scaZe u/its dere im–actep R five sta/parp storane scaZe u/its(﴾ a/p tdo –remium 
storane scaZe u/its4 AvaiZaCiZity im–act to affectep storane accou/ts Cena/ at F0T30 G9, as )﴿arpdare s)﴿ut pod/ i/ 
res–o/se to eZevatep pata )﴿aZZ tem–eratures4 9)﴿is das most im–actfuZ to storane accou/ts co/finurep dit)﴿ t)﴿e pefauZt ZocaZ 
repu/pa/t storane 8xPS((﴾ d)﴿ic)﴿ is /ot resiZie/t to a zo/aZ faiZure4 Accou/ts co/finurep as zo/aZZy repu/pa/t 8.PS( remai/ep 
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F00? avaiZaCZe(﴾ a/p accou/ts co/finurep as neonra–)﴿icaZZy repu/pa/t 8KPS( dere eZiniCZe for customer-ma/anep accou/t 
faiZover4 After –oder restoratio/(﴾ storane /opes startep comi/n CacE o/Zi/e from F:T2: G9,4 \our scaZe u/its re6uirep 
e/ni/eer i/terve/tio/ to c)﴿ecE a/p reset some fauZt petectio/ Zonic R t)﴿e comCi/atio/ of i/vestinatio/ a/p ma/aneme/t 
tooZi/n –erforma/ce –roCZems peZayep restoratio/ of avaiZaCiZity for t)﴿ese scaZe u/its4 qe aZso ipe/tifiep t)﴿at some 
automatio/ das i/correctZy marEi/n some aZreapy recoverep /opes as u/)﴿eaZt)﴿y(﴾ d)﴿ic)﴿ sZodep storane recovery efforts4 
Hy 20T00 G9,(﴾ -‐-‐? of storane accou/ts )﴿ap recoverep4 Pestori/n avaiZaCiZity for t)﴿e remai/i/n jF? of storane accou/ts 
tooE more time pue to )﴿arpdare trouCZes)﴿ooti/n a/p re–Zaceme/t re6uirep o/ a smaZZ /umCer of storane /opes i/ a 
si/nZe scaZe u/it4 gve/ ipe/tifyi/n –roCZematic )﴿arpdare i/ t)﴿e storane /opes tooE a/ ehte/pep –eriop of time(﴾ as t)﴿e 
/opes dere offZi/e a/p t)﴿erefore /ot aCZe to –rovipe pian/ostics4 Hy 0FT00 G9, o/ 3F Aunust(﴾ avaiZaCiZity das restorep 
for aZZ ehce–t a )﴿a/pfuZ of storane accou/ts(﴾ dit)﴿ com–Zete avaiZaCiZity restorep Cy 0NT00 G9, o/ F Se–temCer4

\rom a SVx kataCase –ers–ective(﴾ pataCase ca–acity i/ a renio/ is pivipep i/to te/a/t ri/ns4 9)﴿e AustraZia gast renio/ 
i/cZupes )﴿u/preps of ri/ns(﴾ a/p eac)﴿ ri/n co/sists of a nrou– of DMs 8F0-200( )﴿osti/n a set of pataCases4 Pi/ns are 
ma/anep Cy Azure Service \aCric to –rovipe avaiZaCiZity i/ cases of DM(﴾ /etdorE or storane faiZures4 q)﴿e/ i/frastructure 
das –oderep pod/(﴾ customers usi/n zo/e-repu/pa/t Azure SVx kataCase pip /ot eh–erie/ce a/y pod/time(﴾ ehce–t for 
a smaZZ suCset of customers usi/n –rohy mope co//ectio/(﴾ pue to o/e co//ectivity nateday /ot Cei/n co/finurep dit)﴿ 
zo/aZ-resiZie/ce4 9)﴿e fih for t)﴿is issue das aZreapy Cei/n roZZep out(﴾ Cut )﴿ap /ot yet pe–Zoyep to t)﴿e AustraZia gast renio/4 
As i/frastructure das –oderep CacE o/(﴾ aZZ te/a/t ri/ns ehce–t o/e came CacE o/Zi/e a/p pataCases Cecame avaiZaCZe to 
customers as eh–ectep4 )odever(﴾ o/e ri/n remai/ep im–actep eve/ after Azure ,om–ute Cecame avaiZaCZe4 I/ t)﴿is ri/n(﴾ 
20 /opes pip /ot come CacE o/Zi/e as eh–ectep(﴾ so pataCases o/ t)﴿ese /opes co/ti/uep to eh–erie/ce u/avaiZaCiZity4 
As a resuZt of Service \aCric attem–ti/n to move pataCases to )﴿eaZt)﴿y /opes(﴾ ot)﴿er pataCases o/ t)﴿is ri/n eh–erie/cep 
i/termitte/t avaiZaCiZity issues as a sipe-effect of t)﴿e overaZZ re–Zica pe/sity a/p u/)﴿eaZt)﴿y /opes4 9)﴿e recovery i/voZvep 
first movi/n aZZ t)﴿e pataCases from u/)﴿eaZt)﴿y /opes to )﴿eaZt)﴿y /opes4 AZZ remote storane 8ne/eraZ –ur–ose( pataCases 
dere successfuZZy recoverep Cy t)﴿is move(﴾ Cut pataCases usi/n ZocaZ storane 8Cusi/ess criticaZ( o/Zy recoverep as t)﴿eir 
u/perZyi/n /opes recoverep4 AZZ pataCases o/ u/)﴿eaZt)﴿y /opes dere recoverep Cy FFT00 G9, o/ 3F Aunust4 Si/ce t)﴿e 
)﴿eaZt)﴿ a/p ca–acity of t)﴿is fi/aZ ri/n pip /ot com–ZeteZy recover(﴾ de pecipep to move aZZ pataCases out of t)﴿e ri/n(﴾ d)﴿ic)﴿ 
ehte/pep t)﴿e overaZZ recovery time Cut pip /ot /enativeZy im–act customer avaiZaCiZity4 kuri/n t)﴿is ehte/pep recovery(﴾ 
most customers dere /ot eh–erie/ci/n a/y issues Cut it das im–orta/t to move aZZ pataCases out of t)﴿is u/)﴿eaZt)﴿y ri/n 
to –reve/t a/y –ote/tiaZ im–act4 9)﴿e o–eratio/ of movi/n aZZ pataCases out of t)﴿is ri/n das com–Zetep at 20T00 G9, o/ 
3 Se–temCer4 kuri/n t)﴿is i/cipe/t(﴾ customers d)﴿o )﴿ap Oactive neo-re–Zicatio/% setu– dere aCZe to faiZover ma/uaZZy to 
restore avaiZaCiZity4 \or customers d)﴿o )﴿ave Oauto-faiZover nrou–s% e/aCZep(﴾ de pip /ot ehecute automatic faiZover R our 
automatic faiZover –oZicy das /ot i/itiatep for t)﴿e renio/(﴾ pue to a/ i/correct i/itiaZ assessme/t of t)﴿e im–act severity to 
SVx kataCase4

\rom a ,osmos kH –ers–ective(﴾ zo/e resiZie/t accou/ts a/p t)﴿ose dit)﴿ muZti-renio/ drites remai/ep o–eratio/aZ 
puri/n t)﴿e i/cipe/t(﴾ tra/s–are/tZy servi/n re6uests from a piffere/t zo/e or renio/(﴾ res–ectiveZy4 )odever(﴾ accou/ts /ot 
co/finurep for A. or muZti-renio/ drites eh–erie/cep fuZZ or –artiaZ Zoss of avaiZaCiZity(﴾ pue to t)﴿e i/frastructure t)﴿at das 
–oderep pod/4 MuZti-renio/ accou/ts dit)﴿ si/nZe renio/ drite eZiniCZe for faiZover 8t)﴿ose dit)﴿ Service Ma/anep \aiZover 
e/aCZep( dere faiZep over to t)﴿eir aZter/ate renio/s to restore avaiZaCiZity4 9)﴿ese dere i/itiatep at F2T0N G9,(﴾ 33 mi/utes 
after pecisio/ to –oder pod/ scaZe u/its4 9)﴿e reaso/ for t)﴿is peZay das to ipe/tify a/p faiZover t)﴿e ,osmos kH co/troZ 
–Za/e system resources R i/ retros–ect t)﴿is peZay das u//ecessary(﴾ as t)﴿e ,osmos kH co/troZ –Za/e das aZreapy fuZZy 
zo/e-resiZie/t4 -‐:? of pataCase accou/ts dere faiZep over dit)﴿i/ 3: mi/utes Cy F2T52 G9,(﴾ a/p aZZ eZiniCZe accou/ts dere 
faiZep over Cy FUTF3 G9, o/ 30 Aunust4 Accou/ts t)﴿at dere /ot eZiniCZe for faiZover )﴿ap service restorep to –artitio/s o/Zy 
o/ce t)﴿e pe–e/pe/t storane a/p com–ute dere restorep4 

\rom a/ Azure BuCer/etes Service 8ABS( –ers–ective(﴾ t)﴿e service eh–erie/cep a Zoss of com–ute for t)﴿e ABS co/troZ –Za/e 
for AustraZia gast as deZZ as pata access Zoss to SVx kataCase4 9)﴿e ABS co/troZ –Za/e u/perZay is pe–Zoyep across muZti–Ze 
avaiZaCiZity zo/es4 ABS uses Azure SVx kataCase for its o–eratio/ 6ueue d)﴿ic)﴿ is usep for ,reatewPeapwG–patewkeZete 
8,PGk( activities4 AZt)﴿oun)﴿ sc)﴿epuZep to Ce co/vertep(﴾ t)﴿e SVx kataCase i/ AustraZia gast das /ot co/finurep dit)﴿ A. 
resiZie/cy seZectio/(﴾ Zeavi/n it u/avaiZaCZe puri/n t)﴿e i/cipe/t –eriop4 I/ appitio/(﴾ ABS services i/ t)﴿e AustraZia Sout)﴿east 
renio/ pe–e/pep o/ t)﴿is same pataCase(﴾ causi/n a/ ABS i/cipe/t for ,PGk activities i/ t)﴿at renio/ aZso4 ghisti/n customer 
dorEZoaps ru//i/n o/ ABS cZusters i/ eit)﴿er renio/ s)﴿ouZp /ot )﴿ave Cee/ im–actep Cy t)﴿e pod/time(﴾ as Zo/n as t)﴿ey 
pip /ot /eep to access t)﴿e ABS resource –roviper for scaZi/n or ot)﴿er ,PGk activities4 As t)﴿e SVx kataCase recoverep(﴾ 
service das restorep dit)﴿out a/y ot)﴿er mitinatio/ re6uirep4 
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\rom a/ Azure Pesource Ma/aner 8APM( –ers–ective(﴾ t)﴿e im–act o/ customers das t)﴿e resuZt of penrapatio/ i/ ,osmos 
kH4 9)﴿is penrapatio/ im–actep APM Cetdee/ F0T5: G9, a/p F2T2: G9, a/p resuZtep i/ APM –Zatform avaiZaCiZity for 
t)﴿e AustraZia gast renio/ pro––i/n from <-‐-‐4-‐-‐-‐? to 8at its Zodest( JJ?(﴾ dit)﴿ a U2? success rate for drite o–eratio/s4 
\or pata co/siste/cy reaso/s(﴾ drite o–eratio/s are re6uirep to Ce se/t to t)﴿e associatep ,osmos kH renio/aZ re–Zica 
for a nive/ resource nrou–4 q)﴿iZe t)﴿e minratio/ to our /eht ne/eratio/ zo/aZZy-repu/pa/t storane arc)﴿itecture is stiZZ 
o/noi/n(﴾ it )﴿as /ot Cee/ com–Zetep a/p as a resuZt t)﴿is renio/ is /ot yet Zeverani/n fuZZy zo/aZZy repu/pa/t storane for 
APM4 9)﴿is mea/t t)﴿at for t)﴿e puratio/ of t)﴿e i/cipe/t(﴾ customers dorZpdipe tryi/n to ma/ane resources d)﴿ose resource 
nrou–s dere )﴿omep i/ AustraZia gast sad i/creasep error rates 8a/p t)﴿is ma/ifestep i/ a smaZZ im–act to nZoCaZ –Zatform 
avaiZaCiZity u/tiZ F:T00 G9,(4

)od pip de res–o/p#

30 Aunust 2023 ; 0JT5F G9, R DoZtane san occurrep o/ utiZity –oder Zi/e
30 Aunust 2023 ; 0JT53 G9, R F3 c)﴿iZZers faiZep to restart automaticaZZy
30 Aunust 2023 ; 0JT:F G9, R Pemote resets o/ c)﴿iZZers comme/cep
30 Aunust 2023 ; 0-‐T0-‐ G9, R 9eam arrivep at first nrou– of c)﴿iZZers for ma/uaZ restarts
30 Aunust 2023 ; 0-‐TFJ G9, R 9eam arrivep at seco/p nrou– of c)﴿iZZers for ma/uaZ restarts
30 Aunust 2023 ; 0-‐T52 G9, R 9eam arrivep at t)﴿irp nrou– of c)﴿iZZers for ma/uaZ restarts
30 Aunust 2023 ; 0-‐T5: G9, R 9eam arrivep at t)﴿e fi/aZ nrou– of c)﴿iZZers d)﴿ic)﴿ couZp /ot Ce restartep 
30 Aunust 2023 ; F0T30 G9, R I/itiaZ im–act from automatep i/frastructure s)﴿utpod/
30 Aunust 2023 ; F0T5N G9, R ,osmos kH I/itiaZ im–act petectep via mo/itori/n
30 Aunust 2023 ; F0T5J G9, R \irst automatep commu/icatio/s se/t to Azure Service )eaZt)﴿
30 Aunust 2023 ; FFT30 G9, R I/itiaZ commu/icatio/s –ostep to –uCZic Azure Status –ane 
30 Aunust 2023 ; FFT3U G9, R AZZ suCscri–tio/s i/ AustraZia gast se/t –ortaZ commu/icatio/s
30 Aunust 2023 ; FFT35 G9, R kecisio/ mape to s)﴿utpod/ im–actep i/frastructure
30 Aunust 2023 ; F2T0N G9, R \aiZover i/itiatep for eZiniCZe ,osmos kH accou/ts 
30 Aunust 2023 ; F2TF2 G9, R \ive c)﴿iZZers ma/uaZZy restartep
30 Aunust 2023 ; F3T30 G9, R kata )﴿aZZ tem–erature /ormaZizep
30 Aunust 2023 ; F5TF0 G9, R Safety daZEt)﴿roun)﴿ com–Zetep for Cot)﴿ pata )﴿aZZs
30 Aunust 2023 ; F5T2: G9, R kecisio/ mape to start –oderi/n u– )﴿arpdare i/ t)﴿e tdo affectep pata )﴿aZZs 
30 Aunust 2023 ; F:TF0 G9, R loder restorep to aZZ )﴿arpdare 
30 Aunust 2023 ; F:T2: G9, R Storane(﴾ /etdorEi/n(﴾ a/p com–ute i/frastructure startep comi/n CacE o/Zi/e after –oder 
restoratio/
30 Aunust 2023 ; F:T30 G9, R Ipe/tifiep t)﴿ree s–ecific storane scaZe u/its stiZZ eh–erie/ci/n fauZt copes
30 Aunust 2023 ; FUT00 G9, R 3:? of DMs recoverep w Hena/ ma/uaZ recovery efforts for t)﴿ree remai/i/n storane scaZe 
u/its 
30 Aunust 2023 ; FUTF3 G9, R Accou/t faiZover com–Zetep for aZZ ,osmos kH accou/ts
30 Aunust 2023 ; FNT00 G9, R AZZ Cut o/e SVx kataCase te/a/t ri/n )﴿ap recoverep
30 Aunust 2023 ; F-‐T00 G9, R -‐-‐? of storane accou/ts dere CacE o/Zi/e
30 Aunust 2023 ; F-‐T20 G9, R -‐0? of DMs recoverep
30 Aunust 2023 ; F-‐T2-‐ G9, R SuccessfuZZy recoverep aZZ –remium storane scaZe u/its
30 Aunust 2023 ; 22T3: G9, R Sta/parp storane scaZe u/its dere recoverep(﴾ ehce–t for o/e scaZe u/it
30 Aunust 2023 ; 22T50 G9, R -‐-‐? of DMs recoverep
3F Aunust 2023 ; 0:T00 G9, R F00? of DMs recoverep
3F Aunust 2023 ; 05T05 G9, R Pestoratio/ of ,osmos kH accou/ts to AustraZia gast i/itiatep
3F Aunust 2023 ; 05T53 G9, R \i/aZ ,osmos kH cZuster recoverep(﴾ restori/n aZZ traffic for accou/ts t)﴿at dere /ot faiZep 
over to aZter/ate renio/s
F Se–temCer 2023 ; 0UT50 G9, R SuccessfuZZy recoverep aZZ sta/parp storane scaZe u/its 
3 Se–temCer 2023 ; 20T00 G9, R \i/aZ SVx kataCase te/a/t ri/n evacuatep a/p aZZ customer pataCases o/Zi/e
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)od are de maEi/n i/cipe/ts ZiEe t)﴿is Zess ZiEeZy or Zess im–actfuZ#

I/creme/taZ Zoap i/creases over time i/ t)﴿e AvaiZaCiZity .o/e resuZtep i/ a c)﴿iZZer o–erati/n co/finuratio/ t)﴿at das 
susce–tiCZe to a timi/n pefect i/ t)﴿e ,)﴿iZZer Ma/aneme/t System4 qe )﴿ave pe-risEep t)﴿is faiZure to restart pue to voZtane 
fZuctuatio/s(﴾ Cy im–Zeme/ti/n a c)﴿a/ne to t)﴿e co/troZ timi/n Zonic o/ t)﴿e ,)﴿iZZer Ma/aneme/t System 8,om–Zetep(4
gmerne/cy W–eratio/ lrocepure for ma/uaZ restarts of simuZta/eous c)﴿iZZer faiZures )﴿as c)﴿a/nep from a/ Oap@ace/t% 
se6ue/ce to a pata )﴿aZZ OZoap Casep% se6ue/ce to e/sure aZZ im–actep pata )﴿aZZs )﴿ave –artiaZ cooZi/n(﴾ to sZod t)﴿ermaZ 
ru/aday d)﴿iZe fuZZ cooZi/n is Cei/n restorep 8,om–Zetep(4
\oZZodi/n t)﴿is i/cipe/t(﴾ as a tem–orary mitinatio/(﴾ de i/creasep tec)﴿/icia/ staffi/n ZeveZs at t)﴿e patace/ter to Ce –re–arep 
to ehecute ma/uaZ restart –rocepures of our c)﴿iZZers –rior to t)﴿e c)﴿a/ne to t)﴿e ,)﴿iZZer Ma/aneme/t System to –reve/t 
restart faiZures4 Hasep o/ our i/cipe/t a/aZysis t)﴿e staffi/n ZeveZs at t)﴿e time douZp )﴿ave Cee/ sufficie/t to –reve/t im–act 
if a OZoap Casep‘ c)﴿iZZer restart se6ue/ce )﴿ap Cee/ foZZodep(﴾ d)﴿ic)﴿ de )﴿ave si/ce im–Zeme/tep 8,om–Zetep(4 
katace/ter staffi/n ZeveZs –uCZis)﴿ep i/ t)﴿e lreZimi/ary lIP o/Zy accou/tep for ’criticaZ e/viro/me/t~ staff o/site4 9)﴿is pip 
/ot c)﴿aracterize our totaZ patace/ter staffi/n ZeveZs accurateZy4 9o aZZeviate t)﴿is misco/ce–tio/(﴾ de mape a c)﴿a/ne to t)﴿e 
–reZimi/ary –uCZic lIP –ostep o/ t)﴿e Status )istory –ane4 
Wur Storane team )﴿as ipe/tifiep severaZ o–timizatio/s i/ our Zarne scaZe recovery –rocess d)﴿ic)﴿ diZZ )﴿eZ– to repuce time 
to mitinate4 9)﴿is i/cZupes aunme/ti/n pata –rovipep i/ our i/cipe/ts to e/aCZe 6uicEer pecisio/ maEi/n(﴾ a/p u–pates to 
our trouCZes)﴿ooti/n nuipes 89SKs( t)﴿at e/aCZe faster ehecutio/ 8gstimatep com–Zetio/T kecemCer 2023(4
Wur Azure Service \aCric team is dorEi/n to im–rove reZiaCiZity of SVx kataCase te/a/t ri/n recovery4 8gstimatep 
com–Zetio/T kecemCer 2023(4
Wur SVx kataCase team is reviedi/n our Oauto-faiZover nrou–% trinner criteria(﴾ to e/sure t)﴿at faiZovers ca/ )﴿a––e/ dit)﴿i/ 
t)﴿e eh–ectep timeframe4 8gstimatep com–Zetio/T WctoCer 2023(4
Wur SVx kataCase team is u–nrapi/n i/ter/aZ tooZi/n to e/aCZe mass minratio/ of pataCases4 8gstimatep com–Zetio/T 
kecemCer 2023(4
Wur ,osmos kH team is dorEi/n to o–timize Service Ma/anep \aiZover for si/nZe renio/ drite accou/ts to repuce time 
to mitinate 8gstimatep com–Zetio/T LovemCer 2023(4
Wur ABS team is immepiateZy co/verti/n aZZ o–eratio/ 6ueue SVx kataCase pataCases to Ce zo/e repu/pa/t 8gstimatep 
com–Zetio/T Se–temCer 2023(4
Wur ABS team is aZso re–Zaci/n aZZ cross-renio/ SVx kataCase 6ueue usane dit)﴿ Service Hus 6ueues t)﴿at are zo/e 
repu/pa/t 8gstimatep com–Zetio/T Se–temCer 2023(4
Wur APM team diZZ com–Zete its storane Zayer minratio/ to t)﴿e /eht ne/eratio/(﴾ zo/aZZy repu/pa/t arc)﴿itecture 8gstimatep 
com–Zetio/T kecemCer 2023(4
Wur i/cipe/t ma/aneme/t team is eh–Zori/n days to )﴿arpe/ our reapi/ess(﴾ –rocess(﴾ a/p –ZayCooE surrou/pi/n –oder 
pod/ sce/arios 8gstimatep com–Zetio/T WctoCer 2023(

)od ca/ customers maEe i/cipe/ts ZiEe t)﴿is Zess im–actfuZ#
,o/siper usi/n AvaiZaCiZity .o/es 8A.s( to ru/ your services across –)﴿ysicaZZy se–arate Zocatio/s dit)﴿i/ a/ Azure renio/4 
9o )﴿eZ– services Ce more resiZie/t to patace/ter-ZeveZ faiZures ZiEe t)﴿is o/e(﴾ eac)﴿ A. –rovipes i/pe–e/pe/t –oder(﴾ 
/etdorEi/n(﴾ a/p cooZi/n4 Ma/y Azure services su––ort zo/aZ(﴾ zo/e-repu/pa/t(﴾ a/pwor aZdays-avaiZaCZe co/finuratio/sT 
)﴿tt–sTwwpocs4microsoft4comwazurewavaiZaCiZity-zo/eswaz-overvied 
\or missio/-criticaZ dorEZoaps(﴾ customers s)﴿ouZp co/siper a muZti-renio/ neopiversity strateny to avoip im–act from 
i/cipe/ts ZiEe t)﴿is o/e t)﴿at im–actep a si/nZe renio/T )﴿tt–sTwwZear/4microsoft4comwtrai/i/nwmopuZeswpesin/-a-neonra–)﴿-
icaZZy-pistriCutep-a––Zicatio/w a/p )﴿tt–sTwwZear/4microsoft4comwazurewarc)﴿itecturew–atter/swneopes
,o/siper d)﴿ic)﴿ are t)﴿e rin)﴿t storane repu/pa/cy o–tio/s for your criticaZ a––Zicatio/s4 .o/e repu/pa/t storane 
8.PSwK.PS( remai/s avaiZaCZe t)﴿roun)﴿out a zo/e ZocaZizep faiZure(﴾ ZiEe i/ t)﴿is i/cipe/t4 Keo-repu/pa/t storane 
8KPS( e/aCZes accou/t ZeveZ faiZover i/ case t)﴿e –rimary renio/ e/p–oi/t Cecomes u/avaiZaCZeT )﴿tt–sTwwZear/4mi-
crosoft4comwazurewstoranewcommo/wstorane-repu/pa/cy 
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,o/siper t)﴿e reZeva/t nuipa/ce for recoveri/n your SVx kataCase pataCases puri/n pisaster recovery sce/ariosT 
)﴿tt–sTwwZear/4microsoft4comwazurewazure-s6ZwpataCasewpisaster-recovery-nuipa/ce 
,o/siper t)﴿e reZeva/t nuipa/ce for ac)﴿ievi/n )﴿in)﴿ avaiZaCiZity dit)﴿ Azure ,osmos kHT )﴿tt–sTwwZear/4mi-
crosoft4comwazurewcosmos-pCw)﴿in)﴿-avaiZaCiZity 
More ne/eraZZy(﴾ co/siper evaZuati/n t)﴿e reZiaCiZity of your a––Zicatio/s usi/n nuipa/ce from t)﴿e Azure qeZZ-Arc)﴿itectep 
\ramedorE a/p its i/teractive qeZZ-Arc)﴿itectep PeviedT )﴿tt–sTwwpocs4microsoft4comwazurewarc)﴿itecturewframedorEwre-
siZie/cy 
\i/aZZy(﴾ co/siper e/suri/n t)﴿at t)﴿e rin)﴿t –eo–Ze i/ your orna/izatio/ diZZ Ce /otifiep aCout a/y future service issues 
R Cy co/finuri/n Azure Service )eaZt)﴿ aZerts4 9)﴿ese ca/ trinner emaiZs(﴾ SMS(﴾ –us)﴿ /otificatio/s(﴾ deC)﴿ooEs(﴾ a/p moreT 
)﴿tt–sTwwaEa4mswas)﴿-aZerts 

)od ca/ de maEe our i/cipe/t commu/icatio/s more usefuZ#
'ou ca/ rate t)﴿is lIP a/p –rovipe a/y feepCacE usi/n our 6uicE 3-6uestio/ surveyT )﴿tt–sTwwaEa4mswAzlIPwDD9V-Q-‐J 
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G–pate )﴿istoryT

\ri Se– F: 2023 0NT00T2: KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
lost I/cipe/t Pevied 8lIP( R MuZti–Ze services im–actep after a –oderwcooZi/n eve/t R AustraZia gast

9)﴿is i/cipe/t diZZ Ce piscussep i/ a/ u–comi/n Azure I/cipe/t Petros–ective customer Zivestream deCcast eve/t4

Qoi/ eit)﴿er sessio/ to )﴿ear from our e/ni/eeri/n Zeapers - o/ d)﴿at )﴿a––e/ep(﴾ )﴿od de res–o/pep(﴾ a/p d)﴿at de Zear/ep4

9)﴿e eve/t i/cZupes a Zive V7am–1A eh–erie/ce(﴾ to asE our e/ni/eeri/n eh–erts a/y 6uestio/s you )﴿ave aCout t)﴿e 
i/cipe/t4

Sessio/ o–tio/ &F - 20 Se–temCer 2023 ; 0FT00 G9, - Penister atT )﴿tt–sTwwddd4aEa4mswairUwrenwas)﴿wFof2

Sessio/ o–tio/ &2 - 20 Se–temCer 2023 ; F:T00 G9, - Penister atT )﴿tt–sTwwddd4aEa4mswairUwrenwas)﴿w2of2

q)﴿at )﴿a––e/ep#

Starti/n at a––rohimateZy F0T30 G9, o/ 30 Aunust 2023(﴾ customers may )﴿ave eh–erie/cep issues accessi/n or usi/n Azure(﴾ 
Microsoft 3U: a/p loder lZatform services4 9)﴿is i/cipe/t das trinnerep Cy a utiZity –oder san at 0JT5F G9, o/ 30 Aunust 
2023(﴾ d)﴿ic)﴿ im–actep o/e of t)﴿e t)﴿ree AvaiZaCiZity .o/es of t)﴿e AustraZia gast renio/4 9)﴿is –oder san tri––ep a suCset of 
t)﴿e cooZi/n system c)﴿iZZer u/its offZi/e a/p(﴾ d)﴿iZe dorEi/n to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep to 
ZeveZs aCove o–eratio/aZ t)﴿res)﴿oZps4 qe –oderep pod/ a smaZZ suCset of seZectep com–ute a/p storane scaZe u/its(﴾ Cot)﴿ 
to Zoder tem–eratures a/p to –reve/t pamane to )﴿arpdare4 AZt)﴿oun)﴿ t)﴿e vast ma@ority of services recoverep Cy 22T50 
G9, o/ 30 Aunust 2023(﴾ fuZZ mitinatio/ das /ot u/tiZ 20T00 G9, o/ 3 Se–temCer 2023 R as some services eh–erie/cep 
–roZo/nep im–act(﴾ –repomi/a/tZy as a resuZt of pe–e/pe/cies o/ recoveri/n suCsets of Storane(﴾ SVx kataCase(﴾ a/pwor 
,osmos kH services4

MuZti–Ze Azure services dere im–actep Cy t)﴿is i/cipe/t R i/cZupi/n Azure Active kirectory 8AAk((﴾ Azure Active kirectory 
H2,(﴾ Azure Active kirectory ,o/pitio/aZ Access(﴾ Azure Active kirectory ,o//ect )eaZt)﴿(﴾ Azure Active kirectory MyA––s(﴾ 
Azure Activity xons 7am–1 AZerts(﴾ Azure AlI Ma/aneme/t(﴾ Azure A–– Service(﴾ Azure A––Zicatio/ I/sin)﴿ts(﴾ Azure Arc 
e/aCZep BuCer/etes(﴾ Azure AlI for \)IP(﴾ Azure HacEu–(﴾ Azure Hatc)﴿(﴾ Azure ,)﴿aos Stupio(﴾ Azure ,o/tai/er A––s(﴾ Azure 
,o/tai/er Penistry(﴾ Azure ,osmos kH(﴾ Azure kataCricEs(﴾ Azure kata gh–Zorer(﴾ Azure kata \actory(﴾ Azure kataCase for 
MySVx fZehiCZe servers(﴾ Azure kataCase for lostnreSVx fZehiCZe servers(﴾ Azure kinitaZ 9di/s(﴾ Azure kevice G–pate for Io9 
)uC(﴾ Azure gve/t )uCs(﴾ Azure gh–ressPoute(﴾ Azure )eaZt)﴿ kata Services(﴾ Azure )kI/sin)﴿t(﴾ Azure Io9 ,e/traZ(﴾ Azure Io9 
)uC(﴾ Azure BuCer/etes Service 8ABS((﴾ Azure xonic A––s(﴾ Azure xon A/aZytics(﴾ Azure xon Searc)﴿ AZerts(﴾ Azure LetA–– 
\iZes(﴾ Azure Lotificatio/ )uCs(﴾ Azure Pepis ,ac)﴿e(﴾ Azure PeZay(﴾ Azure Pesource Ma/aner 8APM((﴾ Azure PoZe Hasep Access 
,o/troZ 8PHA,((﴾ Azure Searc)﴿(﴾ Azure Service Hus(﴾ Azure Service \aCric(﴾ Azure SVx kataCase(﴾ Azure Storane(﴾ Azure Stream 
A/aZytics(﴾ Azure DirtuaZ Mac)﴿i/es(﴾ Microsoft lurvied(﴾ a/p Microsoft Se/ti/eZ4

q)﴿at de/t dro/n a/p d)﴿y#

Starti/n at a––rohimateZy 0JT5F G9, o/ 30 Aunust 2023(﴾ a utiZity voZtane san das causep Cy a Zin)﴿t/i/n striEe o/ eZectricaZ 
i/frastructure a––rohimateZy FJ miZes from t)﴿e im–actep AvaiZaCiZity .o/e of t)﴿e AustraZia gast renio/4 9)﴿e voZtane san 
causep cooZi/n system c)﴿iZZers for muZti–Ze patace/ters to s)﴿ut pod/4 q)﴿iZe some c)﴿iZZers automaticaZZy restartep(﴾ F3 
faiZep to restart a/p re6uirep ma/uaZ i/terve/tio/4 9o po so(﴾ t)﴿e o/site team accessep t)﴿e patace/ter roofto– faciZities(﴾ 
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d)﴿ere t)﴿e c)﴿iZZers are Zocatep(﴾ a/p –roceepep to se6ue/tiaZZy restart c)﴿iZZers movi/n from o/e patace/ter to t)﴿e /eht4 Hy 
t)﴿e time t)﴿e team reac)﴿ep t)﴿e fi/aZ five c)﴿iZZers re6uiri/n a ma/uaZ restart(﴾ t)﴿e dater i/sipe t)﴿e –um– system for t)﴿ese 
c)﴿iZZers 8c)﴿iZZep dater Zoo–( )﴿ap reac)﴿ep tem–eratures t)﴿at dere too )﴿in)﴿ to aZZod t)﴿em to Ce restartep4 I/ t)﴿is sce/ario(﴾ 
t)﴿e restart is i/)﴿iCitep Cy a seZf-–rotectio/ mec)﴿a/ism t)﴿at acts to –reve/t pamane to t)﴿e c)﴿iZZer t)﴿at douZp occur Cy 
–rocessi/n dater at t)﴿e eZevatep tem–eratures4 9)﴿e five c)﴿iZZers t)﴿at couZp /ot Ce restartep su––ortep cooZi/n for t)﴿e 
tdo ap@ace/t pata )﴿aZZs d)﴿ic)﴿ dere im–actep i/ t)﴿is i/cipe/t4

9)﴿e tdo im–actep pata )﴿aZZs re6uire at Zeast four c)﴿iZZers to Ce o–eratio/aZ4 Hefore t)﴿e voZtane san(﴾ our cooZi/n ca–acity 
for t)﴿ese )﴿aZZs co/sistep of seve/ c)﴿iZZers(﴾ dit)﴿ five c)﴿iZZers i/ o–eratio/ a/p tdo c)﴿iZZers i/ sta/pCy4 At F0T30 G9, some 
/etdorEi/n(﴾ com–ute(﴾ a/p storane i/frastructure Cena/ to s)﴿utpod/ automaticaZZy as pata )﴿aZZ tem–eratures i/creasep(﴾ 
im–acti/n service avaiZaCiZity4 At FFT35 G9,(﴾ as tem–eratures co/ti/uep to i/crease(﴾ our o/site patace/ter team Cena/ 
a remote s)﴿utpod/ of remai/i/n /etdorEi/n(﴾ com–ute(﴾ a/p storane i/frastructure i/ t)﴿e im–actep pata )﴿aZZs to –rotect 
pata puraCiZity(﴾ i/frastructure )﴿eaZt)﴿(﴾ a/p appress t)﴿e t)﴿ermaZ ru/aday4 9)﴿is s)﴿utpod/ aZZodep t)﴿e c)﴿iZZep dater Zoo– to 
retur/ to a safe tem–erature d)﴿ic)﴿ aZZodep us to restart t)﴿e c)﴿iZZers4 9)﴿is s)﴿utpod/ of i/frastructure resuZtep i/ a furt)﴿er 
repuctio/ of service avaiZaCiZity for t)﴿is AvaiZaCiZity .o/e4 

9)﴿e c)﴿iZZers dere successfuZZy Croun)﴿t CacE o/Zi/e at F2TF2 G9,(﴾ a/p pata )﴿aZZ tem–eratures retur/ep to o–eratio/aZ 
t)﴿res)﴿oZps Cy F3T30 G9,4 loder das t)﴿e/ restorep to t)﴿e affectep i/frastructure a/p a –)﴿asep –rocess to Cri/n t)﴿e 
i/frastructure CacE o/Zi/e comme/cep4 AZZ –oder to i/frastructure das restorep Cy F:TF0 G9,4 W/ce aZZ /etdorEi/n a/p 
storane i/frastructure )﴿ap –oder restorep(﴾ pe–e/pe/t com–ute scaZe u/its dere t)﴿e/ aZso retur/ep to o–eratio/4 As t)﴿e 
u/perZyi/n com–ute a/p storane scaZe u/its came o/Zi/e(﴾ pe–e/pe/t Azure services startep to recover(﴾ Cut some services 
eh–erie/cep issues comi/n CacE o/Zi/e4

\rom a storane –ers–ective(﴾ seve/ storane scaZe u/its dere im–actep R five sta/parp storane scaZe u/its(﴾ a/p tdo –remium 
storane scaZe u/its4 AvaiZaCiZity im–act to affectep storane accou/ts Cena/ at F0T30 G9, as )﴿arpdare s)﴿ut pod/ i/ 
res–o/se to eZevatep pata )﴿aZZ tem–eratures4 9)﴿is das most im–actfuZ to storane accou/ts co/finurep dit)﴿ t)﴿e pefauZt ZocaZ 
repu/pa/t storane 8xPS((﴾ d)﴿ic)﴿ is /ot resiZie/t to a zo/aZ faiZure4 Accou/ts co/finurep as zo/aZZy repu/pa/t 8.PS( remai/ep 
F00? avaiZaCZe(﴾ a/p accou/ts co/finurep as neonra–)﴿icaZZy repu/pa/t 8KPS( dere eZiniCZe for customer-ma/anep accou/t 
faiZover4 After –oder restoratio/(﴾ storane /opes startep comi/n CacE o/Zi/e from F:T2: G9,4 \our scaZe u/its re6uirep 
e/ni/eer i/terve/tio/ to c)﴿ecE a/p reset some fauZt petectio/ Zonic R t)﴿e comCi/atio/ of i/vestinatio/ a/p ma/aneme/t 
tooZi/n –erforma/ce –roCZems peZayep restoratio/ of avaiZaCiZity for t)﴿ese scaZe u/its4 qe aZso ipe/tifiep t)﴿at some 
automatio/ das i/correctZy marEi/n some aZreapy recoverep /opes as u/)﴿eaZt)﴿y(﴾ d)﴿ic)﴿ sZodep storane recovery efforts4 
Hy 20T00 G9,(﴾ -‐-‐? of storane accou/ts )﴿ap recoverep4 Pestori/n avaiZaCiZity for t)﴿e remai/i/n jF? of storane accou/ts 
tooE more time pue to )﴿arpdare trouCZes)﴿ooti/n a/p re–Zaceme/t re6uirep o/ a smaZZ /umCer of storane /opes i/ a 
si/nZe scaZe u/it4 gve/ ipe/tifyi/n –roCZematic )﴿arpdare i/ t)﴿e storane /opes tooE a/ ehte/pep –eriop of time(﴾ as t)﴿e 
/opes dere offZi/e a/p t)﴿erefore /ot aCZe to –rovipe pian/ostics4 Hy 0FT00 G9, o/ 3F Aunust(﴾ avaiZaCiZity das restorep 
for aZZ ehce–t a )﴿a/pfuZ of storane accou/ts(﴾ dit)﴿ com–Zete avaiZaCiZity restorep Cy 0NT00 G9, o/ F Se–temCer4

\rom a SVx kataCase –ers–ective(﴾ pataCase ca–acity i/ a renio/ is pivipep i/to te/a/t ri/ns4 9)﴿e AustraZia gast renio/ 
i/cZupes )﴿u/preps of ri/ns(﴾ a/p eac)﴿ ri/n co/sists of a nrou– of DMs 8F0-200( )﴿osti/n a set of pataCases4 Pi/ns are 
ma/anep Cy Azure Service \aCric to –rovipe avaiZaCiZity i/ cases of DM(﴾ /etdorE or storane faiZures4 q)﴿e/ i/frastructure 
das –oderep pod/(﴾ customers usi/n zo/e-repu/pa/t Azure SVx kataCase pip /ot eh–erie/ce a/y pod/time(﴾ ehce–t for 
a smaZZ suCset of customers usi/n –rohy mope co//ectio/(﴾ pue to o/e co//ectivity nateday /ot Cei/n co/finurep dit)﴿ 
zo/aZ-resiZie/ce4 9)﴿e fih for t)﴿is issue das aZreapy Cei/n roZZep out(﴾ Cut )﴿ap /ot yet pe–Zoyep to t)﴿e AustraZia gast renio/4 
As i/frastructure das –oderep CacE o/(﴾ aZZ te/a/t ri/ns ehce–t o/e came CacE o/Zi/e a/p pataCases Cecame avaiZaCZe to 
customers as eh–ectep4 )odever(﴾ o/e ri/n remai/ep im–actep eve/ after Azure ,om–ute Cecame avaiZaCZe4 I/ t)﴿is ri/n(﴾ 
20 /opes pip /ot come CacE o/Zi/e as eh–ectep(﴾ so pataCases o/ t)﴿ese /opes co/ti/uep to eh–erie/ce u/avaiZaCiZity4 
As a resuZt of Service \aCric attem–ti/n to move pataCases to )﴿eaZt)﴿y /opes(﴾ ot)﴿er pataCases o/ t)﴿is ri/n eh–erie/cep 
i/termitte/t avaiZaCiZity issues as a sipe-effect of t)﴿e overaZZ re–Zica pe/sity a/p u/)﴿eaZt)﴿y /opes4 9)﴿e recovery i/voZvep 
first movi/n aZZ t)﴿e pataCases from u/)﴿eaZt)﴿y /opes to )﴿eaZt)﴿y /opes4 AZZ remote storane 8ne/eraZ –ur–ose( pataCases 
dere successfuZZy recoverep Cy t)﴿is move(﴾ Cut pataCases usi/n ZocaZ storane 8Cusi/ess criticaZ( o/Zy recoverep as t)﴿eir 
u/perZyi/n /opes recoverep4 AZZ pataCases o/ u/)﴿eaZt)﴿y /opes dere recoverep Cy FFT00 G9, o/ 3F Aunust4 Si/ce t)﴿e 
)﴿eaZt)﴿ a/p ca–acity of t)﴿is fi/aZ ri/n pip /ot com–ZeteZy recover(﴾ de pecipep to move aZZ pataCases out of t)﴿e ri/n(﴾ d)﴿ic)﴿ 
ehte/pep t)﴿e overaZZ recovery time Cut pip /ot /enativeZy im–act customer avaiZaCiZity4 kuri/n t)﴿is ehte/pep recovery(﴾ 
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most customers dere /ot eh–erie/ci/n a/y issues Cut it das im–orta/t to move aZZ pataCases out of t)﴿is u/)﴿eaZt)﴿y ri/n 
to –reve/t a/y –ote/tiaZ im–act4 9)﴿e o–eratio/ of movi/n aZZ pataCases out of t)﴿is ri/n das com–Zetep at 20T00 G9, o/ 
3 Se–temCer4 kuri/n t)﴿is i/cipe/t(﴾ customers d)﴿o )﴿ap Oactive neo-re–Zicatio/% setu– dere aCZe to faiZover ma/uaZZy to 
restore avaiZaCiZity4 \or customers d)﴿o )﴿ave Oauto-faiZover nrou–s% e/aCZep(﴾ de pip /ot ehecute automatic faiZover R our 
automatic faiZover –oZicy das /ot i/itiatep for t)﴿e renio/(﴾ pue to a/ i/correct i/itiaZ assessme/t of t)﴿e im–act severity to 
SVx kataCase4

\rom a ,osmos kH –ers–ective(﴾ zo/e resiZie/t accou/ts a/p t)﴿ose dit)﴿ muZti-renio/ drites remai/ep o–eratio/aZ 
puri/n t)﴿e i/cipe/t(﴾ tra/s–are/tZy servi/n re6uests from a piffere/t zo/e or renio/(﴾ res–ectiveZy4 )odever(﴾ accou/ts /ot 
co/finurep for A. or muZti-renio/ drites eh–erie/cep fuZZ or –artiaZ Zoss of avaiZaCiZity(﴾ pue to t)﴿e i/frastructure t)﴿at das 
–oderep pod/4 MuZti-renio/ accou/ts dit)﴿ si/nZe renio/ drite eZiniCZe for faiZover 8t)﴿ose dit)﴿ Service Ma/anep \aiZover 
e/aCZep( dere faiZep over to t)﴿eir aZter/ate renio/s to restore avaiZaCiZity4 9)﴿ese dere i/itiatep at F2T0N G9,(﴾ 33 mi/utes 
after pecisio/ to –oder pod/ scaZe u/its4 9)﴿e reaso/ for t)﴿is peZay das to ipe/tify a/p faiZover t)﴿e ,osmos kH co/troZ 
–Za/e system resources R i/ retros–ect t)﴿is peZay das u//ecessary(﴾ as t)﴿e ,osmos kH co/troZ –Za/e das aZreapy fuZZy 
zo/e-resiZie/t4 -‐:? of pataCase accou/ts dere faiZep over dit)﴿i/ 3: mi/utes Cy F2T52 G9,(﴾ a/p aZZ eZiniCZe accou/ts dere 
faiZep over Cy FUTF3 G9, o/ 30 Aunust4 Accou/ts t)﴿at dere /ot eZiniCZe for faiZover )﴿ap service restorep to –artitio/s o/Zy 
o/ce t)﴿e pe–e/pe/t storane a/p com–ute dere restorep4 

\rom a/ Azure BuCer/etes Service 8ABS( –ers–ective(﴾ t)﴿e service eh–erie/cep a Zoss of com–ute for t)﴿e ABS co/troZ –Za/e 
for AustraZia gast as deZZ as pata access Zoss to SVx kataCase4 9)﴿e ABS co/troZ –Za/e u/perZay is pe–Zoyep across muZti–Ze 
avaiZaCiZity zo/es4 ABS uses Azure SVx kataCase for its o–eratio/ 6ueue d)﴿ic)﴿ is usep for ,reatewPeapwG–patewkeZete 
8,PGk( activities4 AZt)﴿oun)﴿ sc)﴿epuZep to Ce co/vertep(﴾ t)﴿e SVx kataCase i/ AustraZia gast das /ot co/finurep dit)﴿ A. 
resiZie/cy seZectio/(﴾ Zeavi/n it u/avaiZaCZe puri/n t)﴿e i/cipe/t –eriop4 I/ appitio/(﴾ ABS services i/ t)﴿e AustraZia Sout)﴿east 
renio/ pe–e/pep o/ t)﴿is same pataCase(﴾ causi/n a/ ABS i/cipe/t for ,PGk activities i/ t)﴿at renio/ aZso4 ghisti/n customer 
dorEZoaps ru//i/n o/ ABS cZusters i/ eit)﴿er renio/ s)﴿ouZp /ot )﴿ave Cee/ im–actep Cy t)﴿e pod/time(﴾ as Zo/n as t)﴿ey 
pip /ot /eep to access t)﴿e ABS resource –roviper for scaZi/n or ot)﴿er ,PGk activities4 As t)﴿e SVx kataCase recoverep(﴾ 
service das restorep dit)﴿out a/y ot)﴿er mitinatio/ re6uirep4 

\rom a/ Azure Pesource Ma/aner 8APM( –ers–ective(﴾ t)﴿e im–act o/ customers das t)﴿e resuZt of penrapatio/ i/ ,osmos 
kH4 9)﴿is penrapatio/ im–actep APM Cetdee/ F0T5: G9, a/p F2T2: G9, a/p resuZtep i/ APM –Zatform avaiZaCiZity for 
t)﴿e AustraZia gast renio/ pro––i/n from <-‐-‐4-‐-‐-‐? to 8at its Zodest( JJ?(﴾ dit)﴿ a U2? success rate for drite o–eratio/s4 
\or pata co/siste/cy reaso/s(﴾ drite o–eratio/s are re6uirep to Ce se/t to t)﴿e associatep ,osmos kH renio/aZ re–Zica 
for a nive/ resource nrou–4 q)﴿iZe t)﴿e minratio/ to our /eht ne/eratio/ zo/aZZy-repu/pa/t storane arc)﴿itecture is stiZZ 
o/noi/n(﴾ it )﴿as /ot Cee/ com–Zetep a/p as a resuZt t)﴿is renio/ is /ot yet Zeverani/n fuZZy zo/aZZy repu/pa/t storane for 
APM4 9)﴿is mea/t t)﴿at for t)﴿e puratio/ of t)﴿e i/cipe/t(﴾ customers dorZpdipe tryi/n to ma/ane resources d)﴿ose resource 
nrou–s dere )﴿omep i/ AustraZia gast sad i/creasep error rates 8a/p t)﴿is ma/ifestep i/ a smaZZ im–act to nZoCaZ –Zatform 
avaiZaCiZity u/tiZ F:T00 G9,(4

)od pip de res–o/p#

30 Aunust 2023 ; 0JT5F G9, R DoZtane san occurrep o/ utiZity –oder Zi/e
30 Aunust 2023 ; 0JT53 G9, R F3 c)﴿iZZers faiZep to restart automaticaZZy
30 Aunust 2023 ; 0JT:F G9, R Pemote resets o/ c)﴿iZZers comme/cep
30 Aunust 2023 ; 0-‐T0-‐ G9, R 9eam arrivep at first nrou– of c)﴿iZZers for ma/uaZ restarts
30 Aunust 2023 ; 0-‐TFJ G9, R 9eam arrivep at seco/p nrou– of c)﴿iZZers for ma/uaZ restarts
30 Aunust 2023 ; 0-‐T52 G9, R 9eam arrivep at t)﴿irp nrou– of c)﴿iZZers for ma/uaZ restarts
30 Aunust 2023 ; 0-‐T5: G9, R 9eam arrivep at t)﴿e fi/aZ nrou– of c)﴿iZZers d)﴿ic)﴿ couZp /ot Ce restartep 
30 Aunust 2023 ; F0T30 G9, R I/itiaZ im–act from automatep i/frastructure s)﴿utpod/
30 Aunust 2023 ; F0T5N G9, R ,osmos kH I/itiaZ im–act petectep via mo/itori/n
30 Aunust 2023 ; F0T5J G9, R \irst automatep commu/icatio/s se/t to Azure Service )eaZt)﴿
30 Aunust 2023 ; FFT30 G9, R I/itiaZ commu/icatio/s –ostep to –uCZic Azure Status –ane 
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30 Aunust 2023 ; FFT3U G9, R AZZ suCscri–tio/s i/ AustraZia gast se/t –ortaZ commu/icatio/s
30 Aunust 2023 ; FFT35 G9, R kecisio/ mape to s)﴿utpod/ im–actep i/frastructure
30 Aunust 2023 ; F2T0N G9, R \aiZover i/itiatep for eZiniCZe ,osmos kH accou/ts 
30 Aunust 2023 ; F2TF2 G9, R \ive c)﴿iZZers ma/uaZZy restartep
30 Aunust 2023 ; F3T30 G9, R kata )﴿aZZ tem–erature /ormaZizep
30 Aunust 2023 ; F5TF0 G9, R Safety daZEt)﴿roun)﴿ com–Zetep for Cot)﴿ pata )﴿aZZs
30 Aunust 2023 ; F5T2: G9, R kecisio/ mape to start –oderi/n u– )﴿arpdare i/ t)﴿e tdo affectep pata )﴿aZZs 
30 Aunust 2023 ; F:TF0 G9, R loder restorep to aZZ )﴿arpdare 
30 Aunust 2023 ; F:T2: G9, R Storane(﴾ /etdorEi/n(﴾ a/p com–ute i/frastructure startep comi/n CacE o/Zi/e after –oder 
restoratio/
30 Aunust 2023 ; F:T30 G9, R Ipe/tifiep t)﴿ree s–ecific storane scaZe u/its stiZZ eh–erie/ci/n fauZt copes
30 Aunust 2023 ; FUT00 G9, R 3:? of DMs recoverep w Hena/ ma/uaZ recovery efforts for t)﴿ree remai/i/n storane scaZe 
u/its 
30 Aunust 2023 ; FUTF3 G9, R Accou/t faiZover com–Zetep for aZZ ,osmos kH accou/ts
30 Aunust 2023 ; FNT00 G9, R AZZ Cut o/e SVx kataCase te/a/t ri/n )﴿ap recoverep
30 Aunust 2023 ; F-‐T00 G9, R -‐-‐? of storane accou/ts dere CacE o/Zi/e
30 Aunust 2023 ; F-‐T20 G9, R -‐0? of DMs recoverep
30 Aunust 2023 ; F-‐T2-‐ G9, R SuccessfuZZy recoverep aZZ –remium storane scaZe u/its
30 Aunust 2023 ; 22T3: G9, R Sta/parp storane scaZe u/its dere recoverep(﴾ ehce–t for o/e scaZe u/it
30 Aunust 2023 ; 22T50 G9, R -‐-‐? of DMs recoverep
3F Aunust 2023 ; 0:T00 G9, R F00? of DMs recoverep
3F Aunust 2023 ; 05T05 G9, R Pestoratio/ of ,osmos kH accou/ts to AustraZia gast i/itiatep
3F Aunust 2023 ; 05T53 G9, R \i/aZ ,osmos kH cZuster recoverep(﴾ restori/n aZZ traffic for accou/ts t)﴿at dere /ot faiZep 
over to aZter/ate renio/s
F Se–temCer 2023 ; 0UT50 G9, R SuccessfuZZy recoverep aZZ sta/parp storane scaZe u/its 
3 Se–temCer 2023 ; 20T00 G9, R \i/aZ SVx kataCase te/a/t ri/n evacuatep a/p aZZ customer pataCases o/Zi/e

)od are de maEi/n i/cipe/ts ZiEe t)﴿is Zess ZiEeZy or Zess im–actfuZ#

I/creme/taZ Zoap i/creases over time i/ t)﴿e AvaiZaCiZity .o/e resuZtep i/ a c)﴿iZZer o–erati/n co/finuratio/ t)﴿at das 
susce–tiCZe to a timi/n pefect i/ t)﴿e ,)﴿iZZer Ma/aneme/t System4 qe )﴿ave pe-risEep t)﴿is faiZure to restart pue to voZtane 
fZuctuatio/s(﴾ Cy im–Zeme/ti/n a c)﴿a/ne to t)﴿e co/troZ timi/n Zonic o/ t)﴿e ,)﴿iZZer Ma/aneme/t System 8,om–Zetep(4
gmerne/cy W–eratio/ lrocepure for ma/uaZ restarts of simuZta/eous c)﴿iZZer faiZures )﴿as c)﴿a/nep from a/ Oap@ace/t% 
se6ue/ce to a pata )﴿aZZ OZoap Casep% se6ue/ce to e/sure aZZ im–actep pata )﴿aZZs )﴿ave –artiaZ cooZi/n(﴾ to sZod t)﴿ermaZ 
ru/aday d)﴿iZe fuZZ cooZi/n is Cei/n restorep 8,om–Zetep(4
\oZZodi/n t)﴿is i/cipe/t(﴾ as a tem–orary mitinatio/(﴾ de i/creasep tec)﴿/icia/ staffi/n ZeveZs at t)﴿e patace/ter to Ce –re–arep 
to ehecute ma/uaZ restart –rocepures of our c)﴿iZZers –rior to t)﴿e c)﴿a/ne to t)﴿e ,)﴿iZZer Ma/aneme/t System to –reve/t 
restart faiZures4 Hasep o/ our i/cipe/t a/aZysis t)﴿e staffi/n ZeveZs at t)﴿e time douZp )﴿ave Cee/ sufficie/t to –reve/t im–act 
if a OZoap Casep‘ c)﴿iZZer restart se6ue/ce )﴿ap Cee/ foZZodep(﴾ d)﴿ic)﴿ de )﴿ave si/ce im–Zeme/tep 8,om–Zetep(4 
katace/ter staffi/n ZeveZs –uCZis)﴿ep i/ t)﴿e lreZimi/ary lIP o/Zy accou/tep for ’criticaZ e/viro/me/t~ staff o/site4 9)﴿is pip 
/ot c)﴿aracterize our totaZ patace/ter staffi/n ZeveZs accurateZy4 9o aZZeviate t)﴿is misco/ce–tio/(﴾ de mape a c)﴿a/ne to t)﴿e 
–reZimi/ary –uCZic lIP –ostep o/ t)﴿e Status )istory –ane4 
Wur Storane team )﴿as ipe/tifiep severaZ o–timizatio/s i/ our Zarne scaZe recovery –rocess d)﴿ic)﴿ diZZ )﴿eZ– to repuce time 
to mitinate4 9)﴿is i/cZupes aunme/ti/n pata –rovipep i/ our i/cipe/ts to e/aCZe 6uicEer pecisio/ maEi/n(﴾ a/p u–pates to 
our trouCZes)﴿ooti/n nuipes 89SKs( t)﴿at e/aCZe faster ehecutio/ 8gstimatep com–Zetio/T kecemCer 2023(4
Wur Azure Service \aCric team is dorEi/n to im–rove reZiaCiZity of SVx kataCase te/a/t ri/n recovery4 8gstimatep 
com–Zetio/T kecemCer 2023(4
Wur SVx kataCase team is reviedi/n our Oauto-faiZover nrou–% trinner criteria(﴾ to e/sure t)﴿at faiZovers ca/ )﴿a––e/ dit)﴿i/ 
t)﴿e eh–ectep timeframe4 8gstimatep com–Zetio/T WctoCer 2023(4
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Wur SVx kataCase team is u–nrapi/n i/ter/aZ tooZi/n to e/aCZe mass minratio/ of pataCases4 8gstimatep com–Zetio/T 
kecemCer 2023(4
Wur ,osmos kH team is dorEi/n to o–timize Service Ma/anep \aiZover for si/nZe renio/ drite accou/ts to repuce time 
to mitinate 8gstimatep com–Zetio/T LovemCer 2023(4
Wur ABS team is immepiateZy co/verti/n aZZ o–eratio/ 6ueue SVx kataCase pataCases to Ce zo/e repu/pa/t 8gstimatep 
com–Zetio/T Se–temCer 2023(4
Wur ABS team is aZso re–Zaci/n aZZ cross-renio/ SVx kataCase 6ueue usane dit)﴿ Service Hus 6ueues t)﴿at are zo/e 
repu/pa/t 8gstimatep com–Zetio/T Se–temCer 2023(4
Wur APM team diZZ com–Zete its storane Zayer minratio/ to t)﴿e /eht ne/eratio/(﴾ zo/aZZy repu/pa/t arc)﴿itecture 8gstimatep 
com–Zetio/T kecemCer 2023(4
Wur i/cipe/t ma/aneme/t team is eh–Zori/n days to )﴿arpe/ our reapi/ess(﴾ –rocess(﴾ a/p –ZayCooE surrou/pi/n –oder 
pod/ sce/arios 8gstimatep com–Zetio/T WctoCer 2023(

)od ca/ customers maEe i/cipe/ts ZiEe t)﴿is Zess im–actfuZ#
,o/siper usi/n AvaiZaCiZity .o/es 8A.s( to ru/ your services across –)﴿ysicaZZy se–arate Zocatio/s dit)﴿i/ a/ Azure renio/4 
9o )﴿eZ– services Ce more resiZie/t to patace/ter-ZeveZ faiZures ZiEe t)﴿is o/e(﴾ eac)﴿ A. –rovipes i/pe–e/pe/t –oder(﴾ 
/etdorEi/n(﴾ a/p cooZi/n4 Ma/y Azure services su––ort zo/aZ(﴾ zo/e-repu/pa/t(﴾ a/pwor aZdays-avaiZaCZe co/finuratio/sT 
)﴿tt–sTwwpocs4microsoft4comwazurewavaiZaCiZity-zo/eswaz-overvied 
\or missio/-criticaZ dorEZoaps(﴾ customers s)﴿ouZp co/siper a muZti-renio/ neopiversity strateny to avoip im–act from 
i/cipe/ts ZiEe t)﴿is o/e t)﴿at im–actep a si/nZe renio/T )﴿tt–sTwwZear/4microsoft4comwtrai/i/nwmopuZeswpesin/-a-neonra–)﴿-
icaZZy-pistriCutep-a––Zicatio/w a/p )﴿tt–sTwwZear/4microsoft4comwazurewarc)﴿itecturew–atter/swneopes
,o/siper d)﴿ic)﴿ are t)﴿e rin)﴿t storane repu/pa/cy o–tio/s for your criticaZ a––Zicatio/s4 .o/e repu/pa/t storane 
8.PSwK.PS( remai/s avaiZaCZe t)﴿roun)﴿out a zo/e ZocaZizep faiZure(﴾ ZiEe i/ t)﴿is i/cipe/t4 Keo-repu/pa/t storane 
8KPS( e/aCZes accou/t ZeveZ faiZover i/ case t)﴿e –rimary renio/ e/p–oi/t Cecomes u/avaiZaCZeT )﴿tt–sTwwZear/4mi-
crosoft4comwazurewstoranewcommo/wstorane-repu/pa/cy 
,o/siper t)﴿e reZeva/t nuipa/ce for recoveri/n your SVx kataCase pataCases puri/n pisaster recovery sce/ariosT 
)﴿tt–sTwwZear/4microsoft4comwazurewazure-s6ZwpataCasewpisaster-recovery-nuipa/ce 
,o/siper t)﴿e reZeva/t nuipa/ce for ac)﴿ievi/n )﴿in)﴿ avaiZaCiZity dit)﴿ Azure ,osmos kHT )﴿tt–sTwwZear/4mi-
crosoft4comwazurewcosmos-pCw)﴿in)﴿-avaiZaCiZity 
More ne/eraZZy(﴾ co/siper evaZuati/n t)﴿e reZiaCiZity of your a––Zicatio/s usi/n nuipa/ce from t)﴿e Azure qeZZ-Arc)﴿itectep 
\ramedorE a/p its i/teractive qeZZ-Arc)﴿itectep PeviedT )﴿tt–sTwwpocs4microsoft4comwazurewarc)﴿itecturewframedorEwre-
siZie/cy 
\i/aZZy(﴾ co/siper e/suri/n t)﴿at t)﴿e rin)﴿t –eo–Ze i/ your orna/izatio/ diZZ Ce /otifiep aCout a/y future service issues 
R Cy co/finuri/n Azure Service )eaZt)﴿ aZerts4 9)﴿ese ca/ trinner emaiZs(﴾ SMS(﴾ –us)﴿ /otificatio/s(﴾ deC)﴿ooEs(﴾ a/p moreT 
)﴿tt–sTwwaEa4mswas)﴿-aZerts 

)od ca/ de maEe our i/cipe/t commu/icatio/s more usefuZ#
'ou ca/ rate t)﴿is lIP a/p –rovipe a/y feepCacE usi/n our 6uicE 3-6uestio/ surveyT )﴿tt–sTwwaEa4mswAzlIPwDD9V-Q-‐J 

Sat Se– 02 2023 F5T30T53 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
9)﴿is is our ”lreZimi/ary” lIP t)﴿at de e/peavor to –uCZis)﴿ dit)﴿i/ 3 pays of i/cipe/t mitinatio/(﴾ to s)﴿are d)﴿at de E/od so 
far4 After our i/ter/aZ retros–ective is com–Zetep 8ne/eraZZy dit)﴿i/ F5 pays( de diZZ –uCZis)﴿ a ”\i/aZ” lIP dit)﴿ appitio/aZ 
petaiZswZear/i/ns4

q)﴿at )﴿a––e/ep#
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Hetdee/ a––rohimateZy 0JT5F G9, o/ 30 Aunust 2023 a/p 0UT50 G9, o/ F Se–temCer 2023 customers may )﴿ave 
eh–erie/cep issues accessi/n or usi/n Azure(﴾ Microsoft 3U: a/p loder lZatform services4 9)﴿is eve/t das trinnerep Cy 
a utiZity –oder san i/ t)﴿e AustraZia gast renio/ d)﴿ic)﴿ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ 
dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de 
–roactiveZy –oderep pod/ a smaZZ suCset of seZectep com–ute a/p storane scaZe u/its(﴾ i/ a/ attem–t to avoip pamane 
to )﴿arpdare4

MuZti–Ze pod/stream Azure services dit)﴿ pe–e/pe/cies o/ t)﴿is i/frastructure dere aZso im–actep R i/cZupi/n Activity xons 
7am–1 AZerts(﴾ AlI Ma/aneme/t(﴾ A–– Service(﴾ A––Zicatio/ I/sin)﴿ts(﴾ Arc e/aCZep BuCer/etes(﴾ Azure AlI for \)IP(﴾ HacEu–(﴾ 
Hatc)﴿(﴾ ,)﴿aos Stupio(﴾ ,o/tai/er A––s(﴾ ,o/tai/er Penistry(﴾ ,osmos kH(﴾ kataCricEs(﴾ kata gh–Zorer(﴾ kata \actory(﴾ kataCase 
for MySVx fZehiCZe servers(﴾ kataCase for lostnreSVx fZehiCZe servers(﴾ kinitaZ 9di/s(﴾ kevice G–pate for Io9 )uC(﴾ gve/t )uCs(﴾ 
gh–ressPoute(﴾ )eaZt)﴿ kata Services(﴾ )kI/sin)﴿t(﴾ Io9 ,e/traZ(﴾ Io9 )uC(﴾ BuCer/etes Service 8ABS((﴾ xonic A––s(﴾ xon A/aZytics(﴾ 
xon Searc)﴿ AZerts(﴾ Microsoft Se/ti/eZ(﴾ LetA–– \iZes(﴾ Lotificatio/ )uCs(﴾ lurvied(﴾ Pepis ,ac)﴿e(﴾ PeZay(﴾ Searc)﴿(﴾ Service Hus(﴾ 
Service \aCric(﴾ SVx kataCase(﴾ Storane(﴾ Stream A/aZytics(﴾ DirtuaZ Mac)﴿i/es4 A smaZZ /umCer of t)﴿ese services eh–erie/cep 
–roZo/nep im–act(﴾ –repomi/a/tZy as a resuZt of pe–e/pe/cies i/ recoveri/n suCsets of Storane(﴾ SVx(﴾ a/pwor ,osmos kH 
services4

q)﴿at de/t dro/n a/p d)﴿y#

Starti/n at a––rohimateZy 0JT5F G9, o/ 30 Aunust 2023(﴾ a utiZity –oder san i/ t)﴿e AustraZia gast renio/ tri––ep a suCset of 
t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 qe –erformep our pocume/tep gmerne/cy 
W–eratio/aZ lrocepures 8gWl( to attem–t to Cri/n t)﴿e c)﴿iZZers CacE o/Zi/e(﴾ Cut dere /ot successfuZ4 9)﴿e cooZi/n ca–acity 
das repucep i/ tdo pata )﴿aZZs for a –roZo/nep time(﴾ so tem–eratures co/ti/uep to rise4 At FFT35 G9,(﴾ i/frastructure 
t)﴿ermaZ dar/i/ns from com–o/e/ts i/ t)﴿e affectep pata )﴿aZZs pirectep a s)﴿utpod/ of seZectep com–ute(﴾ /etdorE a/p 
storane i/frastructure R Cy pesin/(﴾ to –rotect pata puraCiZity a/p i/frastructure )﴿eaZt)﴿4 9)﴿is resuZtep i/ a Zoss of service 
avaiZaCiZity for a suCset of t)﴿is AvaiZaCiZity .o/e4

9)﴿e cooZi/n ca–acity for t)﴿e tdo affectep pata )﴿aZZs co/sistep of seve/ c)﴿iZZers(﴾ dit)﴿ five c)﴿iZZers i/ o–eratio/ a/p tdo 
c)﴿iZZers i/ sta/pCy 8L“2( Cefore t)﴿e voZtane pi– eve/t4 q)﴿e/ t)﴿e eve/t occurrep(﴾ aZZ five c)﴿iZZers i/ o–eratio/ fauZtep 
a/p restart Cecause t)﴿e corres–o/pi/n –um–s pip /ot net t)﴿e ru/ sin/aZ from t)﴿e c)﴿iZZers4 9)﴿is is im–orta/t as it is 
i/tenraZ to t)﴿e successfuZ restarti/n of t)﴿e c)﴿iZZer u/its4 I/ appitio/(﴾ fauZtep c)﴿iZZers couZp /ot Ce restartep ma/uaZZy(﴾ as t)﴿e 
c)﴿iZZep dater Zoo– tem–erature )﴿ap ehceepep t)﴿e t)﴿res)﴿oZp4 qe )﴿ap tdo c)﴿iZZers t)﴿at dere i/ sta/pCy d)﴿ic)﴿ attem–tep 
to restart automaticaZZy R o/e ma/anep to restart a/p came CacE o/Zi/e(﴾ t)﴿e ot)﴿er restartep Cut das tri––ep offZi/e 
anai/ dit)﴿i/ mi/utes4 SuCse6ue/tZy(﴾ t)﴿ermaZ Zoaps )﴿ap to Ce repucep Cy s)﴿utti/n pod/ servers4 9)﴿is successfuZZy aZZodep 
t)﴿e c)﴿iZZep dater Zoo– tem–erature to pro– CeZod t)﴿e re6uirep t)﴿res)﴿oZp a/p e/aCZep t)﴿e restoratio/ of t)﴿e cooZi/n 
ca–acity4 q)﴿e/ t)﴿e pata )﴿aZZ tem–erature ZeveZs dere dit)﴿i/ o–eratio/aZ t)﴿res)﴿oZps(﴾ de Cena/ to restore –oder to t)﴿e 
affectep i/frastructure a/p startep a –)﴿asep –rocess to Cri/n t)﴿e i/frastructure CacE o/Zi/e4 W/ce aZZ /etdorEi/n a/p 
storane i/frastructure )﴿ap –oder restorep(﴾ pe–e/pe/t com–ute scaZe u/its dere t)﴿e/ aZso restorep to o–eratio/4 As t)﴿e 
u/perZyi/n com–ute a/p storane scaZe u/its came o/Zi/e(﴾ pe–e/pe/t Azure services startep to recover(﴾ Cut some services 
eh–erie/cep issues comi/n CacE o/Zi/e4

\rom a Storane –ers–ective(﴾ seve/ te/a/ts dere im–actep R five sta/parp storane te/a/ts(﴾ a/p tdo –remium storane 
te/a/ts4 q)﴿iZe aZZ storane pata is re–Zicatep across muZti–Ze storane servers(﴾ t)﴿ere dere cases i/ d)﴿ic)﴿ aZZ of t)﴿e co–ies dere 
u/avaiZaCZe pue to faiZures o/ muZti–Ze im–actep storane servers4 After –oder restoratio/(﴾ storane /opes startep comi/n 
CacE o/Zi/e from F:T2: G9,4 Ke/eraZZy s–eaEi/n(﴾ t)﴿ere dere t)﴿ree mai/ factors t)﴿at co/triCutep to peZays i/ Cri/ni/n 
storane i/frastructure CacE to fuZZ fu/ctio/aZity4 \irstZy(﴾ t)﴿e )﴿arpdare pamanep Cy t)﴿e pata )﴿aZZ tem–eratures re6uirep 
ehte/sive trouCZes)﴿ooti/n4 kian/ostics dere /ot aCZe to ipe/tify t)﴿e fauZts(﴾ Cecause t)﴿e storane /opes t)﴿emseZves dere 
/ot o/Zi/e R as a resuZt(﴾ our o/site patace/ter team /eepep to remove com–o/e/ts ma/uaZZy(﴾ a/p re-seat t)﴿em o/e Cy 
o/e to ipe/tify d)﴿ic)﴿ –articuZar com–o/e/t8s( dere –reve/ti/n eac)﴿ /ope from Cooti/n4 Seco/pZy(﴾ severaZ com–o/e/ts 
/eepep to Ce re–Zacep for successfuZ pata recovery a/p to restore im–actep /opes4 I/ orper to com–ZeteZy recover pata(﴾ 
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some of t)﴿e orini/aZwfauZty com–o/e/ts dere re6uirep to Ce tem–orariZy re-i/staZZep i/ i/pivipuaZ servers4 9)﴿irpZy(﴾ de 
ipe/tifiep t)﴿at our automatio/ das i/correctZy a––rovi/n staZe re6uests(﴾ a/p marEi/n some )﴿eaZt)﴿y /opes as u/)﴿eaZt)﴿y(﴾ 
d)﴿ic)﴿ sZodep storane recovery efforts4

\rom a SVx –ers–ective(﴾ o/ce –oder )﴿ap fuZZy retur/ep to t)﴿e im–actep )﴿aZZs(﴾ service restoratio/ das i/itiaZZy im–actep Cy 
t)﴿e sZod recovery of pe–e/pe/t services(﴾ t)﴿ose Cei/n –rimariZy Azure Sta/parp Storane offeri/ns4 Ma/y ne/eraZ –ur–ose 
pataCases remai/ep u/avaiZaCZe u/tiZ t)﴿ose –remium Azure Storane services )﴿ap recoverep4 After storane services dere 
Y-‐-‐? recoverep(﴾ a si/nZe te/a/t ri/n t)﴿at )﴿ostep pataCases faiZep to recover com–ZeteZy after t)﴿e i/cipe/t4 9)﴿is ri/n(﴾ 
)﴿osti/n over <2:0B pataCases )﴿ap a mih of faiZure mopes4 Some pataCases may )﴿ave Cee/ com–ZeteZy u/avaiZaCZe(﴾ 
some douZp )﴿ave eh–erie/cep i/termitte/t co//ectivity issues(﴾ a/p some pataCases douZp )﴿ave Cee/ fuZZy avaiZaCZe4 9)﴿is 
u/eve/ im–act –rofiZe for pataCases i/ t)﴿e penrapep ri/n(﴾ mea/t t)﴿at it das pifficuZt to summarize d)﴿ic)﴿ customers dere 
stiZZ im–actep(﴾ d)﴿ic)﴿ co/ti/uep to –rese/t a c)﴿aZZe/ne t)﴿roun)﴿out t)﴿e i/cipe/t4 As de attem–tep to minrate pataCases 
out of t)﴿e penrapep ri/n(﴾ SVx pip /ot )﴿ave deZZ testep tooZs o/ )﴿a/p t)﴿at dere CuiZt to move pataCases d)﴿e/ t)﴿e source 
ri/n das i/ penrapep )﴿eaZt)﴿ sce/ario4 Soo/ t)﴿is Cecame our Zarnest im–epime/t to mitinati/n im–act4 Wur sta/parp kH 
minratio/ dorEfZods are pesin/ep to co/tai/ ma/y safety a/p )﴿eaZt)﴿ c)﴿ecEs to maEe sure t)﴿at t)﴿e kH Cei/n minratep 
poes /ot eh–erie/ce pod/time puri/n t)﴿e minratio/4 gac)﴿ of t)﴿ese co/tact –oi/ts from t)﴿e SVx co/troZ –Za/e to t)﴿e 
u/perZyi/n Service \aCric 8d)﴿ic)﴿ )﴿osts t)﴿e kH%s com–ute a/p coorpi/ates re–Zicas( for t)﴿e ri/n das a/ot)﴿er o––ortu/ity for 
t)﴿e o–eratio/ to faiZ or net stucE4 Hecause every kH movep re6uirep ma/uaZ mitinatio/ via scri–ts(﴾ it seriousZy u/permi/ep 
our aCiZity to move fast eve/ o/ce im–actep kHs dere ipe/tifiep(﴾ a/p kH moves dere sc)﴿epuZep4

\rom a ,osmos kH –ers–ective(﴾ t)﴿e service eh–erie/cep a Zoss of com–ute u/per–i//i/n t)﴿ree cZusters(﴾ a/p a Zoss of t)﴿e 
o–erati/n system for FF cZusters pue to pe–e/pe/cies o/ Azure storane4 I/ totaZ t)﴿is mea/ t)﴿at a––rohimateZy )﴿aZf of 
,osmos kH cZusters i/ t)﴿e AustraZia gast renio/ dere eit)﴿er pod/ or )﴿eaviZy penrapep4 gZiniCZe accou/ts 8muZti-renio/ 
dit)﴿ Service Ma/anep \aiZover e/aCZep( dere faiZep over to t)﴿eir aZter/ate renio/s to restore avaiZaCiZity4 A set of i/ter/aZ 
accou/ts dere /ot orini/aZZy co/finurep for faiZover(﴾ so t)﴿e ,osmos kH team dorEep dit)﴿ t)﴿ese i/ter/aZ service teams 
to co/finure a/p t)﴿e/ faiZover t)﴿ose accou/ts u–o/ re6uest4 Accou/ts t)﴿at dere /ot eZiniCZe )﴿ap service restorep to 
–artitio/s o/ce t)﴿e pe–e/pe/t storane a/p com–ute dere restorep a/p ,osmos kH cZusters recoverep4

)od pip de res–o/p#

30 Aunust 2023 ; 0JT5F R DoZtane san occurrep o/ utiZity –oder Zi/e
30 Aunust 2023 ; 0JT53 R \ive c)﴿iZZers faiZep to restart
30 Aunust 2023 ; 0JT5: R 9do sta/pCy c)﴿iZZers startep automaticaZZy
30 Aunust 2023 ; 0JT5N R W/e sta/pCy c)﴿iZZer tri––ep a/p de/t offZi/e
30 Aunust 2023 ; 0-‐T5F R W/site team arrivep at t)﴿e roofto– c)﴿iZZer area
30 Aunust 2023 ; 0-‐T52 R W/site team ma/uaZZy restartep t)﴿e five c)﴿iZZers as –er t)﴿e gWl
30 Aunust 2023 ; F0T30 R Storane a/p SVx aZertep Cy mo/itors aCout faiZure rates
30 Aunust 2023 ; F0T:N R ,osmos kH I/itiaZ im–act petectep via mo/itori/n
30 Aunust 2023 ; FFTF: R Attem–ts to staCiZize t)﴿e five c)﴿iZZers dere u/successfuZ after muZti–Ze c)﴿iZZer restarts
30 Aunust 2023 ; FFT20 R ,)﴿iZZer WgM su––ort team arrives o/site
30 Aunust 2023 ; FFT35 R kecisio/ das mape to s)﴿utpod/ i/frastructure i/ t)﴿e tdo affectep pata )﴿aZZs
30 Aunust 2023 ; F2T0N R \aiZover i/itiatep for eZiniCZe ,osmos kH accou/ts
30 Aunust 2023 ; F2TF2 R \ive c)﴿iZZers ma/uaZZy restartep successfuZZy
30 Aunust 2023 ; F3T30 R kata )﴿aZZ tem–erature /ormaZizep
30 Aunust 2023 ; F5TF0 R Safety daZEt)﴿roun)﴿ com–Zetep for Cot)﴿ pata )﴿aZZs
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30 Aunust 2023 ; F5T2: R kecisio/ mape to start –oderi/n u– )﴿arpdare i/ t)﴿e tdo affectep pata )﴿aZZs
30 Aunust 2023 ; F:TF0 R loder restorep to aZZ )﴿arpdare
30 Aunust 2023 ; F:T2: R Storane i/frastructure startep comi/n CacE o/Zi/e after –oder restoratio/
30 Aunust 2023 ; F:T30 R Ipe/tifiep t)﴿ree s–ecific storane te/a/ts stiZZ eh–erie/ci/n fauZt copes
30 Aunust 2023 ; FUT00 R Hena/ ma/uaZ recovery efforts for t)﴿ese t)﴿ree storane te/a/ts
30 Aunust 2023 ; FUTF3 R Accou/t faiZover com–Zetep for aZZ ,osmos kH accou/ts
30 Aunust 2023 ; F-‐T2-‐ R SuccessfuZZy recoverep aZZ –remium storane te/a/ts
30 Aunust 2023 ; 20T2-‐ R AZZ Cut tdo SVx /opes recoverep
30 Aunust 2023 ; 22T3: R Sta/parp storane te/a/ts dere recoverep(﴾ ehce–t for o/e scaZe u/it
3F Aunust 2023 ; 05T05 R Pestoratio/ of ,osmos kH accou/ts to AustraZia gast i/itiatep
3F Aunust 2023 ; 05T53 R \i/aZ ,osmos kH cZuster recoverep(﴾ restori/n aZZ traffic for accou/ts t)﴿at dere /ot faiZep over
3F Aunust 2023 ; 0JT5: R AZZ ehter/aZ customer accou/ts CacE o/Zi/e a/p o–erati/n from AustraZia
F Se–temCer 2023 ; 0UT50 R SuccessfuZZy recoverep aZZ sta/parp storane te/a/ts

)od are de maEi/n i/cipe/ts ZiEe t)﴿is Zess ZiEeZy or Zess im–actfuZ#

Hasep o/ our i/itiaZ assessme/t(﴾ de )﴿ave aZreapy ipe/tifiep t)﴿e foZZodi/n Zear/i/ns from a patace/ter –oderwcooZi/n 
–ers–ective4 9)﴿e \i/aZ lIP diZZ i/cZupe appitio/aZ Zear/i/ns a/p re–airs Casep o/ t)﴿e service-s–ecific ehte/pep recovery 
timeZi/es4

kue to t)﴿e size of t)﴿e patace/ter cam–us(﴾ t)﴿e staffi/n of t)﴿e team at /in)﴿t das i/sufficie/t to restart t)﴿e c)﴿iZZers i/ a 
timeZy ma//er4 qe )﴿ave tem–orariZy i/creasep t)﴿e team size from t)﴿ree to seve/(﴾ u/tiZ t)﴿e u/perZyi/n issues are Cetter 
u/perstoop a/p a––ro–riate mitinatio/s ca/ Ce –ut i/ –Zace4
9)﴿e gWl for restarti/n c)﴿iZZers is sZod to ehecute for a/ eve/t dit)﴿ suc)﴿ a sin/ifica/t CZast rapius4 qe are eh–Zori/n days 
to im–rove ehisti/n automatio/ to Ce more resiZie/t to various voZtane san eve/t ty–es4
Movi/n fordarp(﴾ de are evaZuati/n days to e/sure t)﴿at t)﴿e Zoap –rofiZes of t)﴿e various c)﴿iZZer suCsets ca/ Ce –rioritizep 
so t)﴿at c)﴿iZZer restarts diZZ Ce –erformep for t)﴿e )﴿in)﴿est Zoap –rofiZes first4
GtiZizi/n t)﴿e –ZayCooE i/ se6ue/ci/n dorEZoap faiZovers a/p e6ui–me/t s)﴿utpod/ couZp )﴿ave Cee/ –rioritizep piffere/tZy 
dit)﴿ Cetter i/sin)﴿ts4 qe are dorEi/n to im–rove re–orti/n o/ c)﴿iZZep dater tem–erature(﴾ to e/aCZe more timeZy pecisio/s 
for faiZoverws)﴿utpod/ Casep o/ t)﴿res)﴿oZps4
9)﴿e five c)﴿iZZers pip /ot ma/ane to restart Cecause t)﴿e corres–o/pi/n –um–s pip /ot net t)﴿e ru/ sin/aZ from t)﴿e c)﴿iZZers4 
9)﴿is is im–orta/t as it is i/tenraZ to t)﴿e successfuZ restarti/n of t)﴿e c)﴿iZZer u/its4 qe are –art/eri/n dit)﴿ our WgM ve/por 
to i/vestinate d)﴿y t)﴿e c)﴿iZZers pip /ot comma/p t)﴿eir res–ective –um– to start4
W/e sta/pCy c)﴿iZZer pip /ot automaticaZZy restart pue to a/ u/E/od/ error4 Wur WgM ve/por is ru//i/n pian/ostics to 
u/persta/p d)﴿at causep t)﴿is s–ecific issue4
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)od ca/ de maEe our i/cipe/t commu/icatio/s more usefuZ#
'ou ca/ rate t)﴿is lIP a/p –rovipe a/y feepCacE usi/n our 6uicE 3-6uestio/ surveyT )﴿tt–sTwwaEa4mswAzlIPwDD9V-Q-‐J

Sat Se– 02 2023 0FT3:T02 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Summary of Im–actT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a /umCer of Azure customers i/ AustraZia 
gast eh–erie/cep penrapep –erforma/ce a/p avaiZaCiZity issues for resources )﴿ostep i/ t)﴿is renio/4 Im–act das Zimitep to 
o/e of t)﴿e t)﴿ree AvaiZaCiZity .o/es i/ a patace/ter i/ t)﴿is renio/4 As of FUT0N G9, o/ 3F Aun 2023(﴾ most services dere 
recoverep4

 

lreZimi/ary Poot ,auseT qe petermi/ep a utiZity –oder surne i/ t)﴿e AustraZia gast renio/ tri––ep a suCset of t)﴿e cooZi/n 
u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n to restore cooZi/n(﴾ tem–eratures i/ 
t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep com–ute a/p storane scaZe u/its(﴾ 
to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep Cy t)﴿is issue4

 

Mitinatio/T qe dorEep o/ recoveri/n t)﴿e faiZep cooZi/n u/its a/p repuci/n t)﴿e overaZZ tem–erature dit)﴿i/ t)﴿e im–actep 
area4 W/ce tem–erature ZeveZs dere dit)﴿i/ safe t)﴿res)﴿oZps(﴾ de Cena/ to restore –oder to t)﴿e affectep i/frastructure 
a/p startep a –)﴿asep –rocess to Cri/n t)﴿is i/frastructure CacE o/Zi/e4 W/ce storane i/frastructure das fuZZy restorep(﴾ 
pe–e/pe/t com–ute scaZe u/its dere t)﴿e/ aZso restorep to o–eratio/4 As t)﴿e u/perZyi/n com–ute a/p storane scaZe u/its 
Cecame )﴿eaZt)﴿y(﴾ com–ute a/p ot)﴿er pe–e/pe/t Azure services recoverep4

q)﴿iZe de )﴿ave CroapZy recoverep(﴾ a smaZZ suCset of services 8SVx a/p ,osmos kH( are stiZZ dorEi/n o/ –ost recovery 
c)﴿ecEs(﴾ a/p de are cZoseZy mo/itori/n t)﴿e patace/ter metrics for storane a/p com–ute resources to e/sure t)﴿ey co/ti/ue 
to s)﴿od as )﴿eaZt)﴿y4 \or a/y resipuaZ customers dit)﴿ services stiZZ i/ t)﴿e recovery –rocess(﴾ de diZZ co/ti/ue commu/icati/n 
pirectZy t)﴿roun)﴿ t)﴿e Azure lortaZ4

 

Leht Ste–sT Leht Ste–sT qe diZZ co/ti/ue dorEi/n o/ recoveri/n a smaZZ /umCer of i/sta/ces stiZZ affectep4 Appitio/aZZyT

Wur services team diZZ Ce com–Zeti/n a/ i/ter/aZ retros–ective to u/persta/p t)﴿e i/cipe/t i/ more petaiZ4 qe diZZ –uCZis)﴿ 
a lreZimi/ary lost I/cipe/t Pevied 8lIP( dit)﴿i/ a––rohimateZy N2 )﴿ours(﴾ to s)﴿are more petaiZs o/ d)﴿at )﴿a––e/ep a/p 
)﴿od de res–o/pep4 After our i/ter/aZ retros–ective is com–Zetep(﴾ ne/eraZZy dit)﴿i/ F5 pays(﴾ de diZZ –uCZis)﴿ a \i/aZ lost 
I/cipe/t Pevied dit)﴿ a/y appitio/aZ petaiZs a/p Zear/i/ns4
9o net /otifiep d)﴿e/ t)﴿at )﴿a––e/s(﴾ a/pwor to stay i/formep aCout future Azure service issues(﴾ maEe sure t)﴿at you 
co/finure a/p mai/tai/ Azure Service )eaZt)﴿ aZerts R t)﴿ese ca/ trinner emaiZs(﴾ SMS(﴾ –us)﴿ /otificatio/s(﴾ deC)﴿ooEs(﴾ a/p 
moreT )﴿tt–sTwwaEa4mswas)﴿-aZerts4
\or more i/formatio/ o/ lost I/cipe/t Pevieds(﴾ refer to )﴿tt–sTwwaEa4mswAzurelIPs4 \i/aZZy(﴾ for Croaper nuipa/ce o/ 
–re–ari/n for cZoup i/cipe/ts(﴾ refer to )﴿tt–sTwwaEa4mswi/cipe/treapi/ess4

\ri Se– 0F 2023 0UT0NT2J KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4
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,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
Ceni//i/n to see t)﴿e recovery o/ t)﴿e im–actep /opes4 At t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ 
eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e of t)﴿ree services dit)﴿ recovery o/noi/n4 Im–act is mi/imaZ at 
t)﴿is time a/p most pe–e/pe/t services s)﴿ouZp Ceni/ to see recovery4

loder )﴿as Cee/ restorep to aZZ cZusters )﴿osti/n ,osmos kH4 Accou/ts t)﴿at dere /ot faiZep over s)﴿ouZp co/ti/ue to see 
recovery i/ AustraZia gast4 Accou/ts faiZep over to aZter/ate renio/s diZZ co/ti/ue to o–erate i/ t)﴿ese aZter/ate renio/s1 
t)﴿e ,osmos kH team )﴿as mape appitio/aZ –ronress i/ Cri/ni/n t)﴿e AustraZia gast renio/ CacE o/Zi/e4

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep4 kue to t)﴿ermaZ pamane(﴾ de co/ti/ue dorEi/n 
o/ recoveri/n a smaZZ /umCer of resources to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4 qe )﴿ave 
recoverep N:? of t)﴿e remai/i/n im–actep resources(﴾ a/p as de co/ti/ue maEi/n –ronress(﴾ appitio/aZ services are 
pis–Zayi/n i/picatio/s of im–roveme/t4

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

\urt)﴿er u–pates o/ t)﴿ese remai/i/n recovery efforts diZZ Ce –rovipep as eve/ts darra/t4

9)﴿u Aun 3F 2023 22T::TF2 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
Ceni//i/n to see t)﴿e recovery o/ t)﴿e im–actep /opes4 At t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ 
eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e of t)﴿ree services dit)﴿ recovery o/noi/n4

loder )﴿as Cee/ restorep to aZZ cZusters )﴿osti/n ,osmos kH4 Accou/ts t)﴿at dere /ot faiZep over s)﴿ouZp see recovery i/ 
AustraZia gast4 Accou/ts faiZep over to aZter/ate renio/s diZZ co/ti/ue to o–erate i/ t)﴿ese aZter/ate renio/s1 t)﴿e ,osmos 
kH team )﴿as Cenu/ to Cri/n AustraZia gast renio/ o/Zi/e4

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep4 kue to t)﴿ermaZ pamane(﴾ de co/ti/ue dorEi/n 
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Microsoft Azure Service Issue Summary 2023-0-‐-20922T::T354:32.

o/ recoveri/n a smaZZ /umCer of resources to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4 qe )﴿ave 
recoverep N:? of t)﴿e remai/i/n im–actep resources(﴾ a/p as de co/ti/ue maEi/n –ronress(﴾ appitio/aZ services are 
pis–Zayi/n i/picatio/s of im–roveme/t4

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

\urt)﴿er u–pates o/ t)﴿ese remai/i/n recovery efforts diZZ Ce –rovipep 2 )﴿ours(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 20T:2T2F KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
Ceni//i/n to see t)﴿e recovery o/ t)﴿e im–actep /opes4 At t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ 
eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e of t)﴿ree services dit)﴿ recovery o/noi/n4

loder )﴿as Cee/ restorep to aZZ cZusters )﴿osti/n ,osmos kH4 Accou/ts t)﴿at dere /ot faiZep over s)﴿ouZp see recovery i/ 
AustraZia gast4 Accou/ts faiZep over to aZter/ate renio/s diZZ co/ti/ue to o–erate i/ t)﴿ese aZter/ate renio/s1 t)﴿e ,osmos 
kH team )﴿as Cenu/ to Cri/n AustraZia gast renio/ o/Zi/e4

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep4 kue to t)﴿ermaZ pamane(﴾ de co/ti/ue dorEi/n o/ 
re–Zaci/n or recoveri/n a smaZZ /umCer of resources to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4 At 
t)﴿is –oi/t de ca/ co/firm t)﴿at de )﴿ave recoverep :0? of t)﴿e remai/i/n im–actep resources(﴾ a/p as de co/ti/ue maEi/n 
–ronress(﴾ appitio/aZ services are pis–Zayi/n i/picatio/s of im–roveme/t4

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

\urt)﴿er u–pates o/ t)﴿ese remai/i/n recovery efforts diZZ Ce –rovipep 2 )﴿ours(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 F-‐T3:T0U KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
Ceni//i/n to see t)﴿e recovery o/ t)﴿e im–actep /opes4 At t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ 
eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e of t)﴿ree services dit)﴿ recovery o/noi/n4

loder )﴿as Cee/ restorep to aZZ cZusters )﴿osti/n ,osmos kH4 Accou/ts t)﴿at dere /ot faiZep over s)﴿ouZp see recovery i/ 
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AustraZia gast4 Accou/ts faiZep over to aZter/ate renio/s diZZ co/ti/ue to o–erate i/ t)﴿ese aZter/ate renio/s1 t)﴿e ,osmos 
kH team )﴿as Cenu/ to Cri/n AustraZia gast renio/ o/Zi/e4

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep4 kue to t)﴿ermaZ pamane(﴾ de co/ti/ue dorEi/n o/ 
re–Zaci/n or recoveri/n a smaZZ /umCer of resources to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

\urt)﴿er u–pates o/ t)﴿ese remai/i/n recovery efforts diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 FNT:3TF2 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

 

,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
activeZy i/vestinati/n i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e 
of t)﴿ree services dit)﴿ i/vestinatio/s o/noi/n4

 

loder )﴿as Cee/ restorep to aZZ cZusters )﴿osti/n ,osmos kH4 Accou/ts t)﴿at dere /ot faiZep over s)﴿ouZp see recovery i/ 
AustraZia gast4 Accou/ts faiZep over to aZter/ate renio/s diZZ co/ti/ue to o–erate i/ t)﴿ese aZter/ate renio/s1 t)﴿e ,osmos 
kH team )﴿as Cenu/ o/Zi/i/n t)﴿e AustraZia gast renio/ for accou/ts t)﴿at dere faiZep over earZier4 

 

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep(﴾ a smaZZ /umCer resources are curre/tZy Cei/n 
re–Zacep or re–airep pue to t)﴿ermaZ pamane i/ orper to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4

 

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

 

\urt)﴿er u–pates o/ t)﴿ese remai/i/n recovery efforts diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 FUT::T5F KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4
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,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
activeZy i/vestinati/n i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e 
of t)﴿ree services dit)﴿ i/vestinatio/s o/noi/n4

loder )﴿as Cee/ restorep to F00? of ,osmos kH cZusters4 Accou/ts d)﴿o dere /ot faiZep over s)﴿ouZp see recovery i/ 
AustraZia gast4 9)﴿e ,osmos kH team )﴿as Cenu/ o/Zi/i/n t)﴿is renio/ for accou/ts t)﴿at dere faiZep over earZier4

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep(﴾ a smaZZ /umCer of resources are curre/tZy Cei/n 
re–Zacep or re–airep pue to t)﴿ermaZ pamane i/ orper to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

\urt)﴿er u–pates o/ t)﴿ese remai/i/n recovery efforts diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 F:T5:TF5 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

 

,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
activeZy i/vestinati/n i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e 
of t)﴿ree services dit)﴿ i/vestinatio/s o/noi/n4

 

Wver -‐0? of ,osmos kH cZusters i/ t)﴿e AustraZia gast renio/ )﴿ave Cee/ successfuZZy recoverep4 ,osmos kH Accou/ts(﴾ 
t)﴿at dere /ot faiZep over to aZter/ate reapwdrite renio/s(﴾ s)﴿ouZp /od Ceni/ to see sin/s of recovery4 W/ce aZZ cZusters are 
fuZZy restorep(﴾ t)﴿e ,osmos kH team diZZ i/itiate t)﴿e –rocess of Cri/ni/n t)﴿is renio/ CacE o/Zi/e for accou/ts t)﴿at dere 
–reviousZy faiZep over4

 

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep(﴾ a smaZZ /umCer of resources are curre/tZy Cei/n 
re–Zacep or re–airep pue to t)﴿ermaZ pamane i/ orper to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

 

qe )﴿ave assessep t)﴿at ac)﴿ievi/n com–Zete mitinatio/ diZZ re6uire appitio/aZ amou/t of time4 \urt)﴿er u–pates o/ t)﴿ese 
remai/i/n recovery efforts diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4
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9)﴿u Aun 3F 2023 F5T3JT:N KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

 

,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
activeZy i/vestinati/n i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e 
of t)﴿ree services dit)﴿ i/vestinatio/s o/noi/n4

Wver -‐0? of ,osmos kH cZusters i/ t)﴿e AustraZia gast renio/ )﴿ave Cee/ successfuZZy recoverep4 ,osmos kH Accou/ts(﴾ 
t)﴿at dere /ot faiZep over to aZter/ate reapwdrite renio/s(﴾ s)﴿ouZp /od Ceni/ to see sin/s of recovery4 W/ce aZZ cZusters are 
fuZZy restorep(﴾ t)﴿e ,osmos kH team diZZ i/itiate t)﴿e –rocess of Cri/ni/n t)﴿is renio/ CacE o/Zi/e for accou/ts t)﴿at dere 
–reviousZy faiZep over4

Wver -‐-‐? of im–actep Azure storane accou/ts are /od fuZZy recoverep(﴾ a smaZZ /umCer of resources are curre/tZy Cei/n 
re–Zacep or re–airep pue to t)﴿ermaZ pamane i/ orper to Cri/n t)﴿e remai/i/n im–actep storane accou/ts CacE o/Zi/e4

Azure SVx is co/ti/ui/n to recover im–act to a si/nZe CacEe/p cZuster(﴾ im–acti/n a smaZZ suCset of pataCases i/sta/ces4 
Appitio/aZZy(﴾ de are taEi/n ste–s to repuce t)﴿e overaZZ zo/aZ Zoap to faciZitate im–rovep resource aZZocatio/ a/p recovery4

\urt)﴿er u–pates o/ t)﴿ese remai/i/n recovery efforts diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 F3T3UTFU KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

 

,urre/t StatusT q)﴿iZe de )﴿ave successfuZZy recoverep -‐-‐? of storane services a/p im–actep DirtuaZ Mac)﴿i/es(﴾ de co/ti/ue 
to activeZy i/vestinate i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e 
of t)﴿e t)﴿ree services me/tio/ep CeZod(﴾ dit)﴿ i/vestinatio/s o/noi/n4  

Storane - Wur Storane team is maEi/n –ronress dit)﴿ t)﴿e fi/aZ remai/i/n storane scaZe u/it t)﴿at is stiZZ eh–erie/ci/n isoZatep 
issues4 qe )﴿ave e/nanep our o/site patace/ter team to su––ort re–Zaci/n prives as /eepep4
SVx - Wur SVx team is dorEi/n to mitinate o/e fi/aZ cZuster t)﴿at is eh–erie/ci/n a ca–acity issue(﴾ pue to severaZ Service 
\aCric /opes t)﴿at )﴿ave /ot fuZZy recoverep4 qe are reCaZa/ci/n ca–acity to mitinate4 
,osmos kH - Wur ,osmos kH team co/ti/ues to i/vestinate d)﴿y some services )﴿ave /ot yet recoverep fuZZy d)﴿iZe t)﴿e 
ma@ority of customers a/p services are aZreapy mitinatep4 

 A furt)﴿er u–pate o/ t)﴿e remai/i/n i/vestinatio/ diZZ Ce –rovipep dit)﴿i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 F2T2JT5-‐ KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
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renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

,urre/t StatusT q)﴿iZe de )﴿ave successfuZZy recoverep -‐-‐? of storane services a/p im–actep DirtuaZ Mac)﴿i/es(﴾ de co/ti/ue 
to activeZy i/vestinate i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e 
of t)﴿e t)﴿ree services me/tio/ep CeZod(﴾ dit)﴿ i/vestinatio/s o/noi/n4 

 

Storane - Wur Storane team is maEi/n –ronress dit)﴿ t)﴿e fi/aZ remai/i/n storane scaZe u/it t)﴿at is stiZZ eh–erie/ci/n isoZatep 
issues4 qe )﴿ave e/nanep our o/site patace/ter team to su––ort re–Zaci/n prives as /eepep4
SVx - Wur SVx team is dorEi/n to mitinate o/e fi/aZ cZuster t)﴿at is eh–erie/ci/n a ca–acity issue(﴾ pue to severaZ Service 
\aCric /opes t)﴿at )﴿ave /ot fuZZy recoverep4 qe are reCaZa/ci/n ca–acity to mitinate4 
,osmos kH - Wur ,osmos kH team co/ti/ues to i/vestinate d)﴿y some services )﴿ave /ot yet recoverep fuZZy d)﴿iZe t)﴿e 
ma@ority of customers a/p services are aZreapy mitinatep4 

 

9)﴿e /eht u–pate diZZ Ce –rovipep dit)﴿i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 FFTF0T00 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

 

,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
activeZy i/vestinati/n i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e of 
t)﴿ree services dit)﴿ i/vestinatio/s o/noi/n4 \irstZy(﴾ our Storane team are maEi/n –ronress dit)﴿ t)﴿e fi/aZ remai/i/n storane 
scaZe u/it t)﴿at is stiZZ eh–erie/ci/n isoZatep issues - de )﴿ave e/nanep our o/site patace/ter team to su––ort re–Zaci/n 
prives as /eepep4 Seco/pZy(﴾ our SVx team are dorEi/n to mitinate o/e fi/aZ cZuster t)﴿at is eh–erie/ci/n a ca–acity issue(﴾ 
pue to severaZ Service \aCric /opes t)﴿at )﴿ave /ot fuZZy recoverep - de are reCaZa/ci/n ca–acity to mitinate4 \i/aZZy(﴾ our 
,osmos kH team co/ti/ue to i/vestinate d)﴿y some services )﴿ave /ot yet recoverep fuZZy4 q)﴿iZe t)﴿e ma@ority of customers 
a/p t)﴿e ma@ority of services are aZreapy mitinatep(﴾ furt)﴿er u–pates o/ t)﴿ese remai/i/n i/vestinatio/s diZZ Ce –rovipep i/ 
U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 0-‐T5-‐T3-‐ KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4
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,urre/t StatusT )avi/n successfuZZy recoverep -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es(﴾ de are 
activeZy i/vestinati/n i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status a/p mitinate remai/i/n issues4 At 
t)﴿is stane(﴾ de CeZieve most pod/stream services t)﴿at are stiZZ eh–erie/ci/n im–act are t)﴿e resuZt of pe–e/pe/cies o/ o/e of 
t)﴿ree services dit)﴿ i/vestinatio/s o/noi/n4 \irstZy(﴾ our Storane team are maEi/n –ronress dit)﴿ t)﴿e fi/aZ remai/i/n storane 
scaZe u/it t)﴿at is stiZZ eh–erie/ci/n isoZatep issues - de )﴿ave e/nanep our o/site patace/ter team to su––ort re–Zaci/n 
prives as /eepep4 Seco/pZy(﴾ our SVx team are dorEi/n to mitinate o/e fi/aZ cZuster t)﴿at is eh–erie/ci/n a ca–acity issue(﴾ 
pue to severaZ Service \aCric /opes t)﴿at )﴿ave /ot fuZZy recoverep - de are reCaZa/ci/n ca–acity to mitinate4 \i/aZZy(﴾ our 
,osmos kH team co/ti/ue to i/vestinate d)﴿y some services )﴿ave /ot yet recoverep fuZZy4 q)﴿iZe t)﴿e ma@ority of customers 
a/p t)﴿e ma@ority of services are aZreapy mitinatep(﴾ furt)﴿er u–pates o/ t)﴿ese remai/i/n i/vestinatio/s diZZ Ce –rovipep i/ 
U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 0JT5JT0-‐ KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4 MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ 
tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

 

,urre/t StatusT qit)﴿ -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es CacE o/Zi/e a/p )﴿eaZt)﴿y(﴾ de are 
activeZy i/vestinati/n remai/i/n issues dit)﴿ i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status4 Wur Storane 
team are maEi/n –ronress o/ o/e s–ecific storane scaZe u/it t)﴿at is stiZZ eh–erie/ci/n isoZatep issues4 Wur SVx team are 
i/vestinati/n a –ote/tiaZ issue dit)﴿ a/ u/perZyi/n Service \aCric pe–e/pe/cy4 Wur ,osmos kH team are i/vestinati/n d)﴿y 
some services )﴿ave /ot fuZZy recoverep4 kes–ite t)﴿ese remai/i/n i/vestinatio/s(﴾ t)﴿e ma@ority of customers a/p services 
s)﴿ouZp aZreapy Ce recoverep4 \urt)﴿er u–pates diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 0NT:0T:F KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4

 

MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4 
Im–act to services is Zimitep to AustraZia gast(﴾ ehce–t for Azure BuCer/etes Service 8ABS( d)﴿ic)﴿ )﴿as im–act i/ Cot)﴿ AustraZia 
gast a/p AustraZia Sout)﴿east pue to a pe–e/pe/cy i/ t)﴿e former4

 

,urre/t StatusT qit)﴿ -‐-‐? of storane services a/p -‐-‐? of im–actep DirtuaZ Mac)﴿i/es CacE o/Zi/e a/p )﴿eaZt)﴿y(﴾ de are /od 
su––orti/n i/pivipuaZ pod/stream services to co/firm t)﴿eir recovery status4 qe are adare of o/e s–ecific storane scaZe 
u/it t)﴿at is stiZZ eh–erie/ci/n isoZatep issues(﴾ Cut t)﴿e ma@ority of customers a/p services s)﴿ouZp aZreapy Ce recoverep4 
Heyo/p t)﴿is E/od/ storane issue(﴾ de are i/vestinati/n d)﴿ic)﴿ services are stiZZ /ot fuZZy mitinatep a/p d)﴿y4 \urt)﴿er u–pates 
diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 0UT:5T55 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
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Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4

 

MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4 
Im–act to services is Zimitep to AustraZia gast(﴾ ehce–t for Azure BuCer/etes Service 8ABS( d)﴿ic)﴿ )﴿as im–act i/ Cot)﴿ AustraZia 
gast a/p AustraZia Sout)﴿east pue to a pe–e/pe/cy i/ t)﴿e former4 If your dorEZoaps are –rotectep Cy Azure Site Pecovery 
or Azure HacEu–(﴾ a/p you /eep criticaZ services CacE o/Zi/e Cefore aZZ services i/ t)﴿is patace/ter are fuZZy recoverep(﴾ de 
recomme/p eit)﴿er to i/itiate a faiZover to t)﴿e recovery renio/ or recover usi/n ,ross Penio/ Pestore4 Lote t)﴿at a/y /ed 
aZZocatio/ re6uests for t)﴿e AustraZia gast renio/ diZZ automaticaZZy avoip t)﴿e im–actep scaZe u/its4

 

,urre/t StatusT qe are i/ t)﴿e fi/aZ –)﴿ases of restori/n core services(﴾ a/p eh–ect t)﴿at t)﴿e vast ma@ority of remai/i/n 
im–actep services s)﴿ouZp Ce CacE o/Zi/e i/ t)﴿e /eht )﴿our4 After restori/n –oder a/p staCiZizi/n tem–eratures(﴾ aZZ /etdorE 
i/frastructure a/p -‐-‐? of storane services are CacE o/Zi/e4 AZZ –remium pisE storane )﴿as fuZZy recoverep(﴾ de co/ti/ue to 
dorE todarps mitinati/n t)﴿e fi/aZ remai/i/n storane pevices4 9)﴿e vast ma@ority of u/perZyi/n com–ute services are CacE 
o/Zi/e(﴾ dit)﴿ more t)﴿a/ -‐-‐? of DirtuaZ Mac)﴿i/es 8DMs( t)﴿at dere im–actep /od CacE o/Zi/e a/p )﴿eaZt)﴿y4

 

q)﴿iZe ma/y customers a/p services )﴿ave aZreapy recoverep(﴾ de are /od –rioritizi/n our i/vestinatio/s dit)﴿ t)﴿e remai/i/n 
pod/stream im–actep services4 qe eh–ect t)﴿at t)﴿ese remai/i/n services s)﴿ouZp Ce CacE o/Zi/e a/p )﴿eaZt)﴿y dit)﴿i/ t)﴿e 
/eht )﴿our4 \urt)﴿er u–pates diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 0:T::T50 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4

 

MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4 
Im–act to services is Zimitep to AustraZia gast(﴾ ehce–t for Azure BuCer/etes Service 8ABS( d)﴿ic)﴿ )﴿as im–act i/ Cot)﴿ AustraZia 
gast a/p AustraZia Sout)﴿east pue to a pe–e/pe/cy i/ t)﴿e former4 If your dorEZoaps are –rotectep Cy Azure Site Pecovery 
or Azure HacEu–(﴾ a/p you /eep criticaZ services CacE o/Zi/e Cefore aZZ services i/ t)﴿is patace/ter are fuZZy recoverep(﴾ de 
recomme/p eit)﴿er to i/itiate a faiZover to t)﴿e recovery renio/ or recover usi/n ,ross Penio/ Pestore4 Lote t)﴿at a/y /ed 
aZZocatio/ re6uests for t)﴿e AustraZia gast renio/ diZZ automaticaZZy avoip t)﴿e im–actep scaZe u/its4

 

,urre/t StatusT qe )﴿ave mape sin/ifica/t –ronress i/ restori/n core services(﴾ a/p eh–ect t)﴿at t)﴿e vast ma@ority of 
remai/i/n services s)﴿ouZp Ce CacE o/Zi/e i/ t)﴿e /eht F-2 )﴿ours4 After restori/n –oder a/p staCiZizi/n tem–eratures(﴾ aZZ 
/etdorE i/frastructure a/p -‐:? of storane services are CacE o/Zi/e4 AZZ –remium pisE storane )﴿as fuZZy recoverep(﴾ de 
co/ti/ue to dorE todarps mitinati/n t)﴿e fi/aZ remai/i/n storane pevices4 9)﴿e ma@ority of u/perZyi/n com–ute services 
are CacE o/Zi/e(﴾ dit)﴿ more t)﴿a/ J:? of DirtuaZ Mac)﴿i/es 8DMs( t)﴿at dere im–actep /od CacE o/Zi/e a/p )﴿eaZt)﴿y4 \or t)﴿e 
remai/i/n DMs(﴾ de are i/vestinati/n –ote/tiaZ issues i/ co//ecti/n to t)﴿eir corres–o/pi/n storane services4

 

-23-



Microsoft Azure Service Issue Summary 2023-0-‐-20922T::T354:32.

q)﴿iZe ma/y customers )﴿ave aZreapy recoverep(﴾ de co/ti/ue to dorE dit)﴿ pod/stream im–actep services to e/sure t)﴿at 
t)﴿ey are comi/n CacE o/Zi/e i/ t)﴿e /eht F-2 )﴿ours as eh–ectep4 \urt)﴿er u–pates diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as 
eve/ts darra/t4

9)﴿u Aun 3F 2023 05T:-‐T05 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e patace/ter(﴾ dit)﴿i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n 
to restore cooZi/n(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep 
com–ute a/p storane scaZe u/its(﴾ to avoip pamane to )﴿arpdare4

 

MuZti–Ze pod/stream services dere im–actep(﴾ dit)﴿ tarnetep commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4 
Im–act to services is Zimitep to AustraZia gast(﴾ ehce–t for Azure BuCer/etes Service 8ABS( d)﴿ic)﴿ )﴿as im–act i/ Cot)﴿ AustraZia 
gast a/p AustraZia Sout)﴿east pue to a pe–e/pe/cy i/ t)﴿e former4 If your dorEZoaps are –rotectep Cy Azure Site Pecovery 
or Azure HacEu–(﴾ a/p you /eep criticaZ services CacE o/Zi/e Cefore aZZ services i/ t)﴿is patace/ter are fuZZy recoverep(﴾ de 
recomme/p eit)﴿er to i/itiate a faiZover to t)﴿e recovery renio/ or recover usi/n ,ross Penio/ Pestore4 Lote t)﴿at a/y /ed 
aZZocatio/ re6uests for t)﴿e AustraZia gast renio/ diZZ automaticaZZy avoip t)﴿e im–actep scaZe u/its4

 

,urre/t StatusT Mitinatio/ efforts are co/ti/ui/n(﴾ de )﴿ave mape sin/ifica/t –ronress i/ restori/n core services(﴾ a/p de 
eh–ect t)﴿at t)﴿e vast ma@ority of remai/i/n services s)﴿ouZp Ce CacE o/Zi/e i/ t)﴿e /eht 2-3 )﴿ours4 After restori/n –oder 
a/p staCiZizi/n tem–eratures(﴾ aZZ /etdorE i/frastructure a/p -‐:? of storane services are CacE o/Zi/e4 AZZ –remium pisE 
storane )﴿as fuZZy recoverep(﴾ de co/ti/ue to dorE todarps mitinati/n t)﴿e fi/aZ remai/i/n storane pevices4 9)﴿e ma@ority 
of u/perZyi/n com–ute services are CacE o/Zi/e(﴾ dit)﴿ more t)﴿a/ J:? of DirtuaZ Mac)﴿i/es t)﴿at dere im–actep /od CacE 
o/Zi/e a/p )﴿eaZt)﴿y4 As a resuZt(﴾ ma/y customers of t)﴿ese services )﴿ave aZreapy recoverep - Cut de co/ti/ue to dorE dit)﴿ 
pod/stream im–actep services to e/sure t)﴿at t)﴿ey are comi/n CacE o/Zi/e i/ t)﴿e /eht 2-3 )﴿ours as eh–ectep4 \urt)﴿er 
u–pates diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 05T0NT32 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast renio/ 
tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n to restore cooZi/n(﴾ tem–eratures 
i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep com–ute a/p storane scaZe u/its 
to avoip pamane to )﴿arpdare4 AZZ im–actep storane a/p com–ute scaZe u/its dere i/ t)﴿e same patace/ter(﴾ dit)﴿i/ o/e of 
t)﴿e renio/%s t)﴿ree AvaiZaCiZity .o/es 8A.s(4

 

MuZti–Ze pod/stream services )﴿ave Cee/ ipe/tifiep as im–actep(﴾ dit)﴿ tarnetep commu/icatio/s Cei/n pistriCutep via 
Azure Service )eaZt)﴿4 Im–act to services is Zimitep to AustraZia gast(﴾ ehce–t for Azure BuCer/etes Service 8ABS( d)﴿ic)﴿ 
)﴿as im–act i/ Cot)﴿ AustraZia gast a/p AustraZia Sout)﴿east pue to a pe–e/pe/cy i/ t)﴿e former4 If your dorEZoaps are 
–rotectep Cy Azure Site Pecovery or Azure HacEu–(﴾ a/p you /eep criticaZ services CacE o/Zi/e Cefore t)﴿is patace/ter is 
fuZZy recoverep(﴾ de recomme/p to eit)﴿er i/itiate a faiZover to t)﴿e recovery renio/ or recover usi/n ,ross Penio/ Pestore4 
Lote t)﴿at a/y /ed aZZocatio/s for resources i/ t)﴿e AustraZia gast renio/ diZZ automaticaZZy avoip t)﴿e im–actep scaZe u/its4

 

,urre/t StatusT Mitinatio/ efforts are co/ti/ui/n(﴾ de )﴿ave mape sin/ifica/t –ronress i/ restori/n core services Cut de are 
/ot aCZe to –rovipe a mitinatio/ g9A at t)﴿is time4 loder to aZZ )﴿arpdare )﴿as Cee/ restorep(﴾ tem–eratures i/ t)﴿e im–actep 
patace/ter )﴿ave staCiZizep4 AZZ /etdorE i/frastructure is CacE o/Zi/e4 9)﴿e ma@ority of storane pevices are CacE o/Zi/e(﴾ de 

-25-



Microsoft Azure Service Issue Summary 2023-0-‐-20922T::T354:32.

are vaZipati/n issues dit)﴿ a fed remai/i/n storane /opes4 9)﴿e ma@ority of u/perZyi/n com–ute services are CacE o/Zi/e(﴾ 
dit)﴿ more t)﴿a/ N:? of DirtuaZ Mac)﴿i/es t)﴿at dere im–actep CacE o/Zi/e a/p )﴿eaZt)﴿y4 q)﴿iZe ma/y customers of t)﴿ese 
core services )﴿ave see/ sin/s of recovery(﴾ de co/ti/ue to dorE dit)﴿ pod/stream im–actep services to e/sure t)﴿at t)﴿ey 
are comi/n CacE o/Zi/e as eh–ectep4 \urt)﴿er u–pates diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 03T0UT35 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast renio/ 
tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n to restore cooZi/n(﴾ tem–eratures 
i/ t)﴿e patace/ter i/creasep so de –roactiveZy –oderep pod/ a smaZZ suCset of seZectep com–ute a/p storane scaZe u/its 
to avoip pamane to )﴿arpdare4 AZZ im–actep storane a/p com–ute scaZe u/its are i/ t)﴿e same patace/ter(﴾ dit)﴿i/ o/e of 
t)﴿e renio/%s t)﴿ree AvaiZaCiZity .o/es 8A.s(4 MuZti–Ze pod/stream services )﴿ave Cee/ ipe/tifiep as im–actep(﴾ dit)﴿ tarnetep 
commu/icatio/s Cei/n pistriCutep via Azure Service )eaZt)﴿4

 

If your dorEZoaps are –rotectep Cy Azure Site Pecovery or Azure HacEu–(﴾ a/p you /eep criticaZ services CacE o/Zi/e Cefore 
t)﴿is patace/ter is fuZZy recoverep(﴾ de recomme/p to eit)﴿er i/itiate a faiZover to t)﴿e recovery renio/ or recover usi/n ,ross 
Penio/ Pestore4 Lote t)﴿at a/y /ed aZZocatio/s for resources i/ t)﴿e AustraZia gast renio/ diZZ automaticaZZy avoip t)﴿e 
im–actep scaZe u/its4

 

,urre/t StatusT qe are /ot aCZe to –rovipe a mitinatio/ g9A at t)﴿is time(﴾ Cut –oder to aZZ )﴿arpdare )﴿as Cee/ restorep(﴾ 
a/p tem–eratures i/ t)﴿e im–actep patace/ter )﴿ave Cee/ staCiZizep4 qe are /od maEi/n –ronress o/ service recovery 
- cautiousZy(﴾ starti/n dit)﴿ core services4 9)﴿e vast ma@ority of /etdorE i/frastructure is CacE o/Zi/e(﴾ a/p storane pevice 
recovery )﴿as startep4 kue to t)﴿e /ature of t)﴿is issue our storane scaZe u/its are eh–ectep to re6uire appitio/aZ recovery 
efforts to e/sure t)﴿at aZZ resources retur/ i/ a co/siste/t state4 As service recovery co/ti/ues(﴾ some customers may start 
eh–erie/ci/n sin/s of recovery4 \urt)﴿er u–pates diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4

9)﴿u Aun 3F 2023 0FT:JT5U KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n to restore t)﴿e cooZi/n 
u/its(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de )﴿ave –roactiveZy –oderep pod/ a smaZZ suCset of seZectep com–ute 
a/p storane scaZe u/its to avoip pamane to )﴿arpdare a/p repuce cooZi/n system Zoap4 AZZ im–actep storane a/p com–ute 
scaZe u/its are i/ t)﴿e same patace/ter(﴾ dit)﴿i/ o/e of t)﴿e renio/%s t)﴿ree AvaiZaCiZity .o/es 8A.s(4 MuZti–Ze pod/stream 
services )﴿ave Cee/ ipe/tifiep as im–actep4

,urre/t StatusT qe po /ot )﴿ave a/ ehact g9A at t)﴿is time(﴾ Cut tem–eratures i/ t)﴿e im–actep patace/ter )﴿ave Cee/ 
staCiZizep4 9)﴿e Azure service recovery –rocess )﴿as comme/cep a/p is eh–ectep to –ronress over a /umCer of )﴿ours4 
kue to t)﴿e /ature of t)﴿is issue our storane scaZe u/its are eh–ectep to re6uire appitio/aZ recovery efforts to e/sure aZZ 
resources retur/ i/ a co/siste/t state4 Lote t)﴿at a/y /ed aZZocatio/s for resources diZZ automaticaZZy avoip t)﴿e im–actep 
scaZe u/its4 If your dorEZoaps are –rotectep Cy Azure Site Pecovery or Azure HacEu–(﴾ de recomme/p to eit)﴿er i/itiate a 
faiZover to t)﴿e recovery renio/ or recover usi/n ,ross Penio/ Pestore4

AZZ im–actep )﴿arpdare –reviousZy –oderep off as a –reve/tative measure )﴿as /od Cee/ –oderep CacE o/4 qe co/ti/ue our 
mitinatio/ efforts to Cri/n aZZ affectep services CacE o/Zi/e(﴾ a/p as t)﴿is co/ti/ues(﴾ some customers may start eh–erie/ci/n 
sin/s of recovery4 \urt)﴿er u–pates diZZ Ce –rovipep i/ U0 mi/utes(﴾ or as eve/ts darra/t4 

9)﴿u Aun 3F 2023 0FT0FT02 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n to restore t)﴿e cooZi/n 
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u/its(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de )﴿ave –roactiveZy –oderep pod/ a smaZZ suCset of seZectep com–ute 
a/p storane scaZe u/its to avoip pamane to )﴿arpdare a/p repuce cooZi/n system Zoap4 AZZ im–actep storane a/p com–ute 
scaZe u/its are i/ t)﴿e same patace/ter(﴾ dit)﴿i/ o/e of t)﴿e renio/%s t)﴿ree AvaiZaCiZity .o/es 8A.s(4 MuZti–Ze pod/stream 
services )﴿ave Cee/ ipe/tifiep as im–actep4

,urre/t StatusT qe po /ot )﴿ave a/ ehact g9A at t)﴿is time(﴾ Cut tem–eratures i/ t)﴿e im–actep patace/ter )﴿ave Cee/ 
staCiZizep4 9)﴿e Azure service recovery –rocess )﴿as comme/cep a/p is eh–ectep to –ronressiveZy retur/ over a /umCer 
of )﴿ours4 kue to t)﴿e /ature of t)﴿is issue our storane scaZe u/its are eh–ectep to re6uire appitio/aZ recovery efforts to 
e/sure aZZ resources retur/ i/ a co/siste/t state4 Lote t)﴿at a/y /ed aZZocatio/s for resources diZZ automaticaZZy avoip t)﴿e 
im–actep scaZe u/its4 If your dorEZoaps are –rotectep Cy Azure Site Pecovery or Azure HacEu–(﴾ de recomme/p to eit)﴿er 
i/itiate a faiZover to t)﴿e recovery renio/ or recover usi/n ,ross Penio/ Pestore4

Wur mitinatio/ efforts to restore our services are o/noi/n(﴾ a/p furt)﴿er u–pates diZZ Ce –rovipep i/ F )﴿our or as eve/ts 
darra/t4

qep Aun 30 2023 23T35TFN KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act Stateme/tT Starti/n at a––rohimateZy 0JT30 G9, o/ 30 Aunust 2023(﴾ a utiZity –oder surne i/ t)﴿e AustraZia gast 
renio/ tri––ep a suCset of t)﴿e cooZi/n u/its offZi/e i/ o/e of t)﴿e AvaiZaCiZity .o/es4 q)﴿iZe dorEi/n to restore t)﴿e cooZi/n 
u/its(﴾ tem–eratures i/ t)﴿e patace/ter i/creasep so de )﴿ave –roactiveZy –oderep pod/ a smaZZ suCset of seZectep com–ute 
a/p storane scaZe u/its to avoip pamane to )﴿arpdare a/p repuce cooZi/n system Zoap4 AZZ im–actep storane a/p com–ute 
scaZe u/its are i/ t)﴿e same patace/ter(﴾ dit)﴿i/ o/e of t)﴿e renio/%s t)﴿ree AvaiZaCiZity .o/es 8A.s(4 MuZti–Ze pod/stream 
services )﴿ave Cee/ ipe/tifiep as im–actep4

,urre/t StatusT qe po /ot )﴿ave a/ ehact g9A at t)﴿is time(﴾ Cut tem–erature i/ t)﴿e im–actep patace/ter )﴿ave Cee/ staCiZizep4 
9)﴿e Azure service recovery –rocess )﴿as comme/cep a/p is eh–ectep to –ronressiveZy retur/ over a /umCer of )﴿ours4 kue 
to t)﴿e /ature of t)﴿is issue our storane scaZe u/its are eh–ectep to re6uire appitio/aZ recovery efforts to e/sure aZZ resources 
retur/ i/ a co/siste/t state4 Lote t)﴿at a/y /ed aZZocatio/s for resources diZZ automaticaZZy avoip t)﴿e im–actep scaZe u/its4 
If your dorEZoaps are –rotectep Cy Azure Site Pecovery or Azure HacEu–(﴾ de recomme/p to eit)﴿er i/itiate a faiZover to 
t)﴿e recovery renio/ or recover usi/n ,ross Penio/ Pestore4

\urt)﴿er u–pates diZZ Ce –rovipep i/ a/ )﴿our or as eve/ts darra/t4

qep Aun 30 2023 2FT5JT2: KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Summary of Im–actT Starti/n at 0JT30 G9, o/ 30 Aunust 2023(﴾ a suCset of customers dit)﴿ dorEZoaps )﴿ostep i/ t)﴿e AustraZia 
gast may Ce eh–erie/ci/n pifficuZties accessi/n a/p ma/ani/n resources pe–Zoyep i/ t)﴿is renio/4

 

,urre/t StatusT qe are eh–erie/ci/n im–act reZatep to a cooZi/n issue i/ a sectio/ of a patace/tre i/ AustraZia gast4 9)﴿is 
is resuZti/n i/ co//ectivity a/p avaiZaCiZity issues for services dit)﴿ pe–e/pe/cies o/ storane or com–ute i/ t)﴿is sectio/4 
More u–pates diZZ Ce –rovipep i/ a/ )﴿our or as eve/ts darra/t4 

qep Aun 30 2023 2FT3UT35 KM9“F000 8AustraZia/ gaster/ Sta/parp 9ime(
Im–act stateme/tT Starti/n at 0JT30 G9, o/ 30 Aunust 2023(﴾ a suCset of customers dit)﴿ dorEZoaps )﴿ostep i/ t)﴿e AustraZia 
gast renio/ may Ce eh–erie/ci/n pifficuZties accessi/n a/p ma/ani/n resources pe–Zoyep i/ t)﴿ese renio/s4
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,urre/t StatusT qe are activeZy dorEi/n o/ a cooZi/n eve/t d)﴿ic)﴿ )﴿as im–actep a s–ecific patace/ter i/ t)﴿e AustraZia gast 
renio/4 9)﴿e resuZt of t)﴿is eve/t is t)﴿at resources min)﴿t eh–erie/ce u/eh–ectep restarts4 \urt)﴿er u–pates diZZ Ce –rovipep 
i/ a/ )﴿our or as eve/ts darra/t4 
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